[ Federal Register: August 10, 2006 (Volune 71, Nunber 154)]

[ Rul es and Regul ati ons]

[ Page 46051-46071]

Fromthe Federal Register Online via GPO Access [wai s. access. gpo. gov]
[ DOCI D: fr 10au06- 8]

[[ Page 46051]]

Part Vi

Depart ment of Defense

Department of the Arny

32 CFR Part 505

The Arny Privacy Program Final Rule

[[ Page 46052]]

DEPARTMENT OF DEFENSE
Depart nent of the Arny
32 CFR Part 505

RI'N 0702- AA53

[ Docket No. USA-2006- 0011]



The Arny Privacy Program
AGENCY: Department of the Arny, DoD.

ACTI ON: Final rule.

SUMVARY: The Departnment of the Arny is updating policies and
responsibilities for the Arnmy Privacy Program which inplenents the
Privacy Act of 1974, by show ng organi zati onal realignnents and by
revising referenced statutory and regulatory authority, such as the
Heal th I nsurance Portability and Accountability Act and E-Governnent
Act of 2002. This rule finalizes the proposed rule that was published
in the Federal Register on April 25, 2006.

DATES: Effective Date: Septenber 11, 2006.

ADDRESSES: U.S. Arny Records Managenent and Decl assification Agency,
Freedom of Information and Privacy Office, 7701 Tel egraph Road, Casey
Bl dg., Suite 144, Alexandria, VA 22315-3905.

FOR FURTHER | NFORMATI ON CONTACT: Ms. Janice Thornton at (703) 428-6503.
SUPPLEMENTARY | NFORVATI ON
A. Background

In the April 25, 2006, issue of the Federal Register (71 FR 24494),
the Departnent of the Arny issued a proposed rule to revise 32 CFR part
505. It incorporates Privacy Act policy objectives to include (1)
restricting disclosure of personally identifiable records maintained;
(2) to grant individuals rights of access to agency records maintai ned
on thenselves; (3) to grant individuals the right to seek anendnent of
agency records nmaintai ned on thensel ves upon a showi ng that the records
are not accurate, relevant, tinely, or conplete; and (4) to establish
practices ensuring the Arnmy is conplying with statutory norns for
col l ection, naintenance, and di ssemnmi nati on of records. The Depart nent
of the Arny received two comments fromone comenter. No substantive
changes were requested or nmade; however, the proposed changes were
accepted and made to the final rule. The comenter expressed concern on
Sec. 505-2(e) titled ~ Nomi nation of individuals when persona
information * * *'' |t was changed to read ~~Notification of
i ndi vi dual s when personal information * * *'' The other concern was in
Sec. 505.2(a)(2), suggestion was nmade to clarify the section by
i ncorporating the DoD 6025.18-R, Privacy of Individually Identifiable
Health Information in DoD Health Care Prograns, |anguage. The proposed
Sec. 505.2 (a)(3) through Sec. 505.2(a)(13) was redesi gnated as Sec.
505.2(a) (4) through Sec. 505.2(a)(14) and a new Sec. 505.2(a)(3) was
added.

B. Executive Order 12866 (Regul atory Pl anni ng and Revi ew)

It has been determned that Privacy Act rules for the Departnent of
Def ense are not significant rules. The rules do not (1) have an annua



ef fect on the econony of $100 nmillion or nore or adversely affect in a
material way the econony; a sector of the econony; productivity;
conpetition; jobs; the environnent; public health or safety; or State,
local, or tribal governnents or conmunities; (2) create a serious

i nconsi stency or otherwise interfere with an action taken or planned by
anot her Agency; (3) naterially alter the budgetary inpact of
entitlenents, grants, user fees, or |loan prograns, or the rights and
obligations of recipients thereof; or (4) raise novel legal or policy

i ssues arising out of |legal nandates, the President's priorities, or
the principles set forth in this Executive order

C. Regulatory Flexibility

It has been certified that Privacy Act rules for the Department of
Def ense do not have significant econom c inpact on a substantial nunmber
of small entities because they are concerned only with the
adm ni stration of Privacy Act systens of records within the Depart nent
of Defense

D. Paperwork Reduction Act

It has been certified that Privacy Act rules for the Departnent of
Def ense i nmpose no information requirements beyond the Departnent of
Def ense and that the information collected within the Departnent of
Def ense i s necessary and consistent with 5 U. S.C. 552a, knhown as the
Privacy Act of 1974.

E. Unfunded Mandat es Ref orm Act

It has been certified that the Privacy Act rul emaking for the
Depart nent of Defense does not involve a Federal nandate that nmay
result in the expenditure by State, local and tribal governments, in
the aggregate, or by the private sector, of $100 million or nore and
that such rul emaking will not significantly or uniquely affect snal
gover nnent s.

F. Executive Oder 13132 (Federalism

It has been certified that the Privacy Act rules for the Departnent
of Defense do not have federalisminplications. The rules do not have
substantial direct effects on the States, on the relationship between
the National Governnent and the States, or on the distribution of power
and responsibilities anong the various |evels of government.

Robert Di ckerson
Chief, US. Arny Freedom of Information Act and Privacy Ofice.

Li st of Subjects in 32 CFR Part 505
Privacy.
0
For reasons stated in the preanble the Department of the Arny revises

32 CFR part 505 to read as foll ows:

PART 505- - ARMY PRI VACY ACT PROGRAM



Sec.

505.1 Ceneral infornmation.

505.2 Ceneral provisions.

505.3 Privacy Act systens of records.

505.4 Coll ecting personal information.

505.5 Individual access to personal infornmation.

505. 6 Anendnent of records.

505.7 Disclosure of personal information to other agencies and third
parties.

505.8 Training requirenents.

505.9 Reporting requirenents.

505. 10 Use and establishment of exenptions.

505. 11 Federal Register publishing requirenents.

505.12 Privacy Act enforcement actions.

505. 13 Conput er Mat chi ng Agreenent Program

505. 14 Recor dkeepi ng requi renents under the Privacy Act.
Appendi x A to Part 505--References

Appendi x B to Part 505--Denial Authorities for Records Under Their
Authority (Formerly Access and Anendnment Refusal Authorities)
Appendi x Cto Part 505--Privacy Act Statenent Format

Appendi x D to Part 505--Exenptions; Exceptions; and DoD Bl anket
Routi ne Uses

Appendi x E to Part 505--Litigation Status Sheet

Appendi x F to Part 505--Exanple of a System of Records Notice
Appendi x Gto Part 505--Managenment Control Eval uation Checkli st
Appendi x Hto Part 505--Definitions

Aut hority: Pub. L. 93-579, 88 Stat. 1896 (5 U.S. C. 552a).

Sec. 505.1 General information.

(a) Purpose. This part sets forth policies and procedures that
govern personal information maintai ned by the Department of the Arny
(DA) in Privacy Act systens of records. This part al so provides
gui dance on col l ecting and dissem nating personal information in
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general . The purpose of the Arny Privacy Act Programis to bal ance the
government's need to nmaintain information about individuals with the
right of individuals to be protected agai nst unwarranted invasi ons of
their privacy stenmm ng from Federal agencies' collection, nmaintenance,
use and di scl osure of personal information about them Additionally,
this part pronmotes unifornmity within the Arny's Privacy Act Program
(b) References: (1) Referenced publications are listed in Appendi x
A of this part.
(2) DOD Conputer Natching Program and ot her Defense Privacy
Qui del i nes may be accessed at the Defense Privacy Ofice Wb site
http://ww. def ensel i nk. m |/ pri vacy.

(c) Definitions are provided at Appendix H of this part.

(d) Responsibilities. (1) The Ofice of the Admi nistrative
Assistant to the Secretary of the Arny will--

(i) Act as the senior Arny Privacy Oficial with overal
responsibility for the execution of the Departrment of the Arny Privacy
Act Program



(ii) Develop and issue policy guidance for the programin
consultation with the Army General Counsel; and

(iii) Ensure the DA Privacy Act Program conplies with Federal
statutes, Executive Orders, Ofice of Managenent and Budget gui deli nes,
and 32 CFR part 310.

(2) The Chief Attorney, Ofice of the Admi nistrative Assistant to
the Secretary of the Arnmy (OQAASA) will --

(i) Provide advice and assistance on |legal matters arising out of,
or incident to, the adm nistration of the DA Privacy Act Program

(ii) Serve as the legal advisor to the DA Privacy Act Review Board.
This duty may be fulfilled by a designee in the Chief Attorney and
Legal Services Directorate, QAASA;

(iii) Provide legal advice relating to interpretation and
application of the Privacy Act of 1974; and

(iv) Serve as a nenber on the Defense Privacy Board Legal
Conmittee. This duty may be fulfilled by a designee in the Chief
Attorney and Legal Services Directorate, QAASA

(3) The Judge Advocate General will serve as the Denial Authority
on requests nade pursuant to the Privacy Act of 1974 for access to or
anmendnment of Arny records, regardless of functional category,
concerning actual or potential litigation in which the United States
has an interest.

(4) The Chief, DA Freedom of Information Act and Privacy Ofice
(FOAP), US. Arny Records Managenent and Decl assification Agency
will--

(i) Devel op and reconmrend poli cy;

(ii) Execute duties as the Arnmy's Privacy Act Oficer;

(iii) Pronmote Privacy Act awareness throughout the DA;

(iv) Serve as a voting nenber on the Defense Data Integrity Board
and the Defense Privacy Board;

(v) Represent the Departnment of the Army in DOD policy neetings;
and

(vi) Appoint a Privacy Act Manager who will --

(A) Administer procedures outlined in this part;

(B) Review and approve proposed new, altered, or amended Privacy
Act systens of records notices and subsequently subnmit themto the
Def ense Privacy Ofice for coordination;

(O Review Departrment of the Arny Forms for conpliance with the
Privacy Act and this part;

(D) Ensure that reports required by the Privacy Act are provided
upon request fromthe Defense Privacy Ofice;

(E) Revi ew Conputer Matching Agreenents and recommend approval or
denial to the Chief, DA FOA P Ofi ce;

(F) Provide Privacy Act training;

(G Provide privacy gui dance and assistance to DA activities and
conbat ant conmands where the Arny is the Executive Agent;

(H) Ensure information collections are devel oped in conpliance with
the Privacy Act provisions;

(1) Ensure Ofice of Managenent and Budget reporting requirenents,
gui dance, and policy are acconplished; and

(J) Inmediately review privacy viol ations of personnel to |ocate
t he probl em and devel op a nmeans to prevent recurrence of the problem

(5) Heads of Department of the Arny activities, field-operating
agenci es, direct reporting units, Major Army comrands, subordinate
commands down to the battalion level, and installations will--

(i) Supervise and execute the privacy programin functional areas
and activities under their responsibility; and



(ii) Appoint a Privacy Act Oficial who will--

(A) Serve as the staff advisor on privacy matters;

(B) Ensure that Privacy Act records collected and maintained within
t he Conmand or agency are properly described in a Privacy Act system of
records notice published in the Federal Register;

(O Ensure no undecl ared systens of records are being maintained;

(D) Ensure Privacy Act requests are processed pronptly and
responsi vel y;

(E) Ensure a Privacy Act Statement is provided to individuals when
information is collected that will be maintained in a Privacy Act
system of records, regardl ess of the nediumused to collect the
personal information (i.e., forns, personal interviews, stylized
formats, tel ephonic interviews, or other methods);

(F) Review, biennially, recordkeeping practices to ensure
conpliance with the Act, paying particular attention to the maintenance
of autonated records. In addition, ensure cooperation with records
managenent officials on such matters as nmi ntenance and di sposa
procedures, statutory requirements, forns, and reports; and

(G Review, biennially Privacy Act training practices. This is to
ensure all personnel are famliar with the requirenments of the Act.

(6) DA Privacy Act System Managers and Devel opers will --

(i) Ensure that appropriate procedures and safeguards are
devel oped, inplenmented, and maintained to protect an individual's
personal information

(ii) Ensure that all personnel are aware of their responsibilities
for protecting personal information being collected and nai ntai ned
under the Privacy Act Program

(iii) Ensure official filing systens that retrieve records by nanme
or other personal identifier and are maintained in a Privacy Act system
of records have been published in the Federal Register as a Privacy Act
system of records notice. Any official who willfully maintains a system
of records without nmeeting the publication requirenents, as prescribed
by 5 U S.C. 552a, as anended, OMB Circul ar A- 130, 32 CFR part 310 and
this part, will be subject to possible crimnal penalties and/or
admi ni strative sanctions;

(iv) Prepare new, anended, or altered Privacy Act system of records
noti ces and submt themto the DA Freedom of Information and Privacy
Ofice for review. After appropriate coordination, the system of
records notices will be submitted to the Defense Privacy Ofice for
their review and coordi nati on

(v) Review, biennially, each Privacy Act system of records notice
under their purviewto ensure that it accurately describes the system
of records;

(vi) Review, every four years, the routine use disclosures
associ ated with each Privacy Act system of records notice in order to
determne if such routine use continues to be conpatible with the
purpose for which the activity collected the information;

(vii) Review, every four years, each Privacy Act system of records
notice for which the Secretary of the Army has
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promul gat ed exenption rules pursuant to Sections (j) or (k) of the Act.
This is to ensure such exenptions are still appropriate;

(viii) Review, every year, contracts that provide for the
mai nt enance of a Privacy Act system of records to acconplish an
activity's mssion. This requirement is to ensure each contract



contains provisions that bind the contractor, and its enpl oyees, to the
requirenents of 5 U.S. C. 552a(m(1); and

(ix) Review, if applicable, ongoing Computer Matching Agreenents.
The Defense Data Integrity Board approves Computer Matching Agreements
for 18 nmonths, with an option to renew for an additional year. This
additional review will ensure that the requirenents of the Privacy Act,
O fice of Managenent and Budget gui dance, local regulations, and the
requi renents contained in the Matchi ng Agreenents thensel ves have been
met .

(7) Al DA personnel wll--

(i) Take appropriate actions to ensure personal information
contained in a Privacy Act systemof records is protected so that the
security and confidentiality of the information is preserved,;

(ii) Not disclose any personal information contained in a Privacy
Act system of records except as authorized by 5 U . S.C. 552a, DOD
5400. 11- R, or other applicable | aws. Personnel willfully making a
prohi bited di sclosure are subject to possible crimnal penalties and/or
adm ni strative sanctions; and

(iii) Report any unauthorized disclosures or unauthorized
mai nt enance of new Privacy Act systens of records to the applicable
activity's Privacy Act Oficial.

(8) Heads of Joint Service agencies or commands for which the Arny
is the Executive Agent or the Army otherw se provides fiscal
| ogistical, or administrative support, will adhere to the policies and
procedures in this part.

(9) Commander, Arny and Air Force Exchange Service, wll supervise
and execute the Privacy Programwi thin that command pursuant to this
part.

(10) Overall Government-w de responsibility for inplementation of
the Privacy Act is the Ofice of Managenent and Budget. The Depart nent
of Defense is responsible for inplenentation of the Act within the
arnmed services. The Privacy Act al so assigns specific Governnent-w de
responsibilities to the Ofice of Personnel Management and the Genera
Servi ces Administration

(11) Governnent-wi de Privacy Act systens of records notices are
avai l abl e at http://ww. defenselink.m|/privacy.

(e) Legal Authority. (1) Title 5, United States Code, Section 552a,
as anended, The Privacy Act of 1974.

(2) Title 5, United States Code, Section 552, The Freedom of
Information Act (FO A).

(3) Ofice of Personnel Managenment, Federal Personnel Manual (5 CFR
parts 293, 294, 297, and 7351).

(4) OVMB Circular No. A-130, Managenent of Federal |nformation
Resour ces, Revised, August 2003.

(5) DOD Directive 5400.11, Departnent of Defense Privacy Program
Novenber 16, 2004.

(6) DOD Regul ation 5400. 11-R, Departnent of Defense Privacy
Program August 1983.

(7) Title 10, United States Code, Section 3013, Secretary of the
Arny.

(8) Executive Order No. 9397, Nunbering System for Federal Accounts
Rel ating to Individual Persons, Novenber 30, 1943.

(9) Public Law 100-503, the Computer Matching and Privacy Act of
1974.

(10) Public Law 107-347, Section 208, Electronic Governnent (E-Gov)
Act of 2002.



(11) DOD Regul ation 6025.18-R, DOD Health Infornation Privacy
Regul ati on, January 24, 2003.

Sec. 505.2 Ceneral provisions.

(a) Individual privacy rights policy. Arnmy policy concerning the
privacy rights of individuals and the Army's responsibilities for
conpliance with the Privacy Act are as foll ows--

(1) Protect the privacy of United States living citizens and aliens
lawfully adnmitted for permanent residence from unwarranted intrusion.

(2) Deceased individuals do not have Privacy Act rights, nor do
executors or next-of-kin in general. However, imrediate famly menbers
may have limted privacy rights in the manner of death details and
funeral arrangements of the deceased individual. Fanmily nmenbers often
use the deceased individual's Social Security Number (SSN) for federa
entitlenents; appropriate safeguards nust be inplenented to protect the
deceased individual's SSN fromrel ease. Al so, the Health Insurance
Portability and Accountability Act extends protection to certain
nmedi cal information contained in a deceased individual's nedica
records.

(3) Personally identifiable health information of individuals, both
living and deceased, shall not be used or disclosed except for
specifically permtted purposes.

(4) Maintain only such information about an individual that is
necessary to acconplish the Army's mission

(5) Maintain only personal information that is tinely, accurate,
conplete, and relevant to the coll ection purpose.

(6) Safeguard personal information to prevent unauthorized use,
access, disclosure, alteration, or destruction.

(7) Maintain records for the mnimumtine required in accordance
with an approved National Archives and Records Admnistration record
di sposition.

(8) Let individuals know what Privacy Act records the Arny
mai nt ai ns by publishing Privacy Act system of records notices in the
Federal Register. This will enable individuals to review and nmake
copi es of these records, subject to the exenptions authorized by | aw
and approved by the Secretary of the Arnmy. Departnent of the Armny
Privacy Act systens of records notices are avail able at
http://ww. def ensel i nk. m | / pri vacy

(9) Permt individuals to correct and anend records about
t hensel ves which they can prove are factually in error, not timely, not
conpl ete, not accurate, or not relevant.
(10) Allow individuals to request an adm nistrative review of
deci sions that deny them access to or the right to amend their records.
(11) Act on all requests pronptly, accurately, and fairly.
(12) Keep paper and electronic records that are retrieved by nane
or personal identifier only in approved Privacy Act systens of records.
(13) Maintain no records describing how an individual exercises his
or her rights guaranteed by the First Amendnent (freedom of religion,
freedom of political beliefs, freedom of speech and press, freedom of
peaceful assenbl age, and petition) unless expressly authorized by
statute, pertinent to and within the scope of an authorized | aw
enforcenent activity, or otherw se authorized by | aw or regul ation.
(14) Maintain appropriate adm nistrative technical and physica



saf eguards to ensure records are protected from unauthorized alteration
or discl osure.

(b) Safeguard personal information. (1) Privacy Act data will be
af forded reasonabl e saf eguards to prevent inadvertent or unauthorized
di scl osure of records during processing, storage, transm ssion, and
di sposal

(2) Personal infornmation should never be placed on shared drives
that are accessed by groups of individuals unless each person has an
““official need to know' the information in the performance of
official duties.
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(3) Safeguarding methods must strike a bal ance between the
sensitivity of the data, need for accuracy and reliability for
operations, general security of the area, and cost of the safeguards.
In sone situations, a password may be enough protection for an
automated systemwi th a | og-on protocol. For additional guidance on
saf eguar di ng personal information in automated records see AR 380-67,
The Departnment of the Arny Personnel Security Program

(c) Conveying privacy protected data electronically via e-mail and
the World Wde Web. (1) Unencrypted electronic transm ssion of privacy
protected data nakes the Army vulnerable to information interception
whi ch can cause serious harmto the individual and the acconplishnent
of the Arny's m ssion

(2) The Privacy Act requires that appropriate technical safeguards
be established, based on the nedia (e.g., paper, electronic) involved,
to ensure the security of the records and to prevent conproni se or
m suse during transfer.

(3) Privacy Wb sites and hosted systenms with privacy-protected
data will enpl oy secure sockets layers (SSL) and Public Key
Infrastructure (PKI) encryption certificates or other DoD approved
commercially available certificates for server authentication and
client/server authentication. Individuals who transmt data contai ning
personal ly identifiable information over e-mail will enploy PKI or
ot her DoD- approved certificates.

(4) When sending Privacy Act protected information within the Arny
usi ng encrypted or dedicated |ines, ensure that--

(i) There is an "“official need to know ' for each addressee
(including "~ “cc'' addressees); and

(ii) The Privacy Act protected information is marked For Oficia
Use Only (FOUO to informthe recipient of limtations on further
di ssem nati on. For exanple, add FOUO to the begi nning of an e-mai
nessage, along with the follow ng | anguage: "~ This contains FOR
OFFI Gl AL USE ONLY (FOUO) information which is protected under the
Privacy Act of 1974 and AR 340-21, The Arny Privacy Program Do not
further dissemnate this infornmation without the perm ssion of the
sender .’

(iii) Do not indiscrimnately apply this statenent. Use it only in
situations when actually transnmitting protected Privacy Act
i nformation.

(iv) For additional information about marking docunments " FOUQO '
revi ew AR 25-55, Chapter V.

(5) Add appropriate " Privacy and Security Notices'' at mmjor Wb
site entry points. Refer to AR 25-1, para 6-4n for requirenents for
posting "~ Privacy and Security Notices'' on public Wb sites.
Procedures related to the establishing, operating, and naintaining of



uncl assified DA Wb sites can be accessed at
http://ww. def ensel i nk. m | / webmast ers/ pol i cy/ DOD web_pol i cy

(6) Ensure public Wb sites conmply with policies regarding
restrictions on persistent and third party cookies. The Arnmy prohibits
both persistent and third part cookies. (see AR 25-1, para 6-4n)

(7) A Privacy Advisory is required on Wb sites whi ch host
i nformati on systenms soliciting personally identifying informtion, even
when not mmintained in a Privacy Act system of records. The Privacy
Advi sory infornms the individual why the infornmation is solicited and
how it will be used. Post the Privacy Advisory to the Wb site page
where the information is being solicited, or to a well narked hyperlink
stating "~ Privacy Advisory--Please refer to the Privacy and Security
Noti ce that describes why this information is collected and how it will
be used."''

(d) Protecting records containing personal identifiers such as
nanes and Social Security Nunbers. (1) Only those records covered by a
Privacy Act system of records notice may be arranged to permt
retrieval by a personal identifier (e.g., an individual's nanme or
Social Security Number). AR 25-400-2, paragraph 6-2 requires al
records covered by a Privacy Act systemof records notice to include
the system of record identification nunber on the record | abel to serve
as a renminder that the information contained within nust be
saf eguar ded.

(2) Use a coversheet or DA Label 87 (For Oficial Use Only) for
i ndi vidual records not contained in properly |labeled file folders or
cabi net s.

(3) When devel oping a coversheet, the following is an exanple of a
statenment that you may use: "~ The information contained within is FOR
OFFI G AL USE ONLY (FQUO) and protected by the Privacy Act of 1974.'

(e) Notification of Individuals when personal information is |ost,
stol en, or conpronised. (1) Wienever an Arny organi zati on becomes aware
the protected personal information pertaining to a Service nenber,
civilian enpl oyee (appropriated or non-appropriated fund), nmlitary
retiree, famly menber, or another individual affiliated with Arny
organi zation (e.g., volunteer) has been |ost, stolen, or conprom sed,

t he organi zation shall informthe affected individuals as soon as
possi bl e, but not later than ten days after the | oss or conprom se of
protected personal information is discovered.

(2) At a mininum the organization shall advise individuals of what
specific data was involved; the circunstances surrounding the | oss,
theft, or conmprom se; and what protective actions the individual can
t ake.

(3) If Arnmy organi zations are unable to conmply with policy, they
will inrediately notify their superiors, who will subnmit a nmenorandum
t hrough the chain of command to the Administrative Assistant of the
Secretary of the Arny to explain why the affected individuals or
popul ation's personal information has been |ost, stolen, or
conpr om sed

(4) This policy is also applicable to Army contractors who coll ect,
mai ntai n, use, or dissem nate protected personal information on behalf
of the organization.

(f) Federal governnment contractors' conpliance. (1) Wen a DA
activity contracts for the design, devel opnment, or operation of a
Privacy Act systemof records in order to acconplish a DA mssion, the
agency nust apply the requirenents of the Privacy Act to the contractor



and its enpl oyees working on the contract (See 48 CFR part 24 and ot her
appl i cabl e supplenents to the FAR, 32 CFR part 310).

(2) System Managers will review annually, contracts contained
within the systen(s) of records under their responsibility, to
deternmi ne whi ch ones contain provisions relating to the design,
devel opnent, or operation of a Privacy Act system of records.

(3) Contractors are considered enpl oyees of the Arnmy for the
pur pose of the sanction provisions of the Privacy Act during the
performance of the contract requirenents.

(4) Disclosing records to a contractor for use in performng the
requi renents of an authorized DA contract is considered a disclosure
wi thin the agency under exception (b)(1), " "Oficial Need to Know ', of
t he Act.

Sec. 505.3 Privacy Act systens of records.

(a) Systenms of records. (1) A systemof records is a group of
records under the control of a DA activity that are retrieved by an
i ndi vidual 's nane or by sone identifying nunber, synbol, or other
i dentifying particular assigned to an individual

(2) Privacy Act systens of records nust be--

(i) Authorized by Federal statute or an Executive O der

(ii) Needed to carry out DA's m ssion; and

(iii) Published in the Federal Register in a systemof records
notice, which will provide the public an opportunity to
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comment before DA inplenents or changes the system

(3) The nere fact that records are retrievable by a name or
personal identifier is not enough. Records nust actually be retrieved
by a nane or personal identifier. Records in a group of records that
may be retrieved by a name or personal identifier but are not normally
retrieved by this nethod are not covered by this part. However, they
are covered by AR 25-55, the Departnent of the Arny Freedom of
I nformati on Act Program

(4) The existence of a statute or Executive Order mandating the
mai nt enance of a system of records to performan authorized activity
does not abolish the responsibility to ensure the information in the
system of records is relevant and necessary to performthe authorized
activity.

(b) Privacy Act system of records notices. (1) DA nust publish
notices in the Federal Register on new, anended, altered, or deleted
systens of records to informthe public of the Privacy Act systens of
records that it mmintains. The Privacy Act requires subm ssion of new
or significantly changed systens of records to OVMB and bot h houses of
Congress before publication in the Federal Register (See Appendi x E of
this part).

(2) Systems managers nust send a proposed notice at |east 120 days
before i nplenmenting a new, anended or altered systemto the DA Freedom
of Information and Privacy Office. The proposed or altered notice nust
include a narrative statement and supporting docunentation. A narrative
statenent nust contain the following itens:

(i) Systemidentifier and nane;

(ii) Responsible Oficial, title, and phone nunber

(iii) If a new system the purpose of establishing the systemor if



an altered system nature of changes proposed;

(iv) Authority for mmintenance of the system

(v) Probable or potential effects of the systemon the privacy of
i ndi vi dual s;

(vi) Whether the systemis being maintained, in whole or in part,
by a contractor;

(vii) Steps taken to minimze risk of unauthorized access;

(viii) Routine use compatibility;

(ix) Ofice of Managenent and Budget information collection
requi renents; and

(x) Supporting docunentation as an attachnment. Also as an
attachment should be the proposed new or altered systemnotice for
publication in the Federal Register.

(3) An anmended or altered systemof records is one that has one or
nore of the foll ow ng:

(i) A significant increase in the nunber, type, or category of
i ndi vi dual s about whom records are naintai ned;

(ii) A change that expands the types of categories of information
mai nt ai ned;

(iii) A change that alters the purpose for which the information is
used;

(iv) A change to equi pment configuration (either hardware or
software) that creates substantially greater access to the records in
t he system of records;

(v) An addition of an exenption pursuant to Section (j) or (k) of
the Act; or

(vi) An addition of a routine use pursuant to 5 U S.C. 552a(b)(3).

(4) For additional guidance contact the DA FOA P Ofi ce.

(5) On behalf of DA, the Defense Privacy Ofice maintains a |list of
DOD Components' Privacy Act system of records notices at the Defense
Privacy Ofice's Wb site http://ww.defenselink.ml/privacy.

(6) DA PAM 25-51 sets forth procedures pertaining to Privacy Act
system of records notices.

(7) For new systens, system managers must establish appropriate
adm ni strative, technical, and physical safeguards to ensure the
security and confidentiality of records. This applies to all new
systens of records whet her naintai ned manual |y or aut omated.

(i) One safeguard plan is the devel opnment and use of a Privacy
| mpact Assessnent (Pl A) nandated by the E-Gov Act of 2002, Section 208.
The O fice of Managenent and Budget specifically directs that a Pl A be
conducted, reviewed, and published for all new or significantly altered
information in identifiable formcollected fromor about the nmenmbers of
the public. The PI A describes the appropriate adm nistrative,
techni cal, and physical safeguards for new automated systems. This will
assist in the protection against any anticipated threats or hazards to
the security or integrity of data, which could result in substantia
harm enbarrassnent, inconvenience, or unfairness to any individual on
whom information is maintai ned. Contact your local Information Oficer
for guidance on conducting a PIA

(ii) The devel opment of appropriate safeguards nust be tailored to
the requirenents of the systemas well as other factors, such as the
system environnent, |ocation, and accessibility.

Sec. 505.4 Collecting personal infornmation.



(a) Ceneral provisions. (1) Enployees will collect persona
information to the greatest extent practicable directly fromthe
subj ect of the record. This is especially critical, if the information
may result in adverse determinations about an individual's rights,
benefits, and privil eges under federal progranms (See 5 U S.C
552a(e)(2)).

(2) It is unlawmful for any Federal, State, or |ocal governnent
agency to deny anyone a legal right, benefit, or privilege provided by
law for refusing to give their SSN unless the | aw requires disclosure,
or a law or regul ation adopted before January 1, 1975, required the SSN
or if DA uses the SSNto verify a person's identity in a system of
records established and in use before that date. Executive Order 9397
(i ssued prior to January 1, 1975) authorizes the Arny to solicit and
use the SSN as a nunerical identifier for individuals in nost federa
records systens. However, the SSN should only be collected as needed to
performofficial duties. Executive Order 9397 does not nmandate the
solicitation of SSNs from Arnmy personnel as a neans of identification.

(3) Upon entrance into mlitary service or civilian enmploynment wth
DA, individuals are asked to provide their SSN. The SSN becones the
service or enploynent nunber for the individual and is used to
establ i sh personnel, financial, nmedical, and other official records.
After an individual has provided his or her SSN for the purpose of
establishing a record, the Privacy Act Statenment is not required if the
i ndividual is only requested to furnish or verify the SSN for
identification purposes in connection with the normal use of his or her
records. If the SSNis to be used for a purpose other than
identification, the individual nmust be infornmed whether disclosure of
the SSN is mandatory or voluntary; by what statutory authority the SSN
is solicited; and what uses will be made of the SSN. This notification
is required even if the SSNis not to be maintained in a Privacy Act
system of records.

(4) When asking an individual for his or her SSN or other persona
information that will be maintained in a systemof records, the
i ndi vi dual must be provided with a Privacy Act Statenent.

(b) Privacy Act Statenment (PAS). (1) A Privacy Act Statenent is
requi red whenever personal information is requested from an individua
and will beconme part of a Privacy Act systemof records. The
information will be retrieved by the individual's nane or other
personal identifier (See 5 U.S.C. 552a(e)(3)).

(2) The PAS will ensure that individuals know why the infornation
is being collected so they can nake an
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i nforned deci sion as to providing the personal information.

(3) In addition, the PAS will include |anguage that is explicit,
easi |y understood, and not so lengthy as to deter an individual from
reading it.

(4) A sign can be displayed in areas where people routinely furnish
this kind of information, and a copy of the PAS will be nade avail abl e
upon request by the individual

(5) Do not ask the person to sign the PAS.

(6) A Privacy Act Statenent nust include the follow ng four itens--

(i) Authority: Cite the specific statute or Executive O der,
including a brief title or subject that authorizes the DA to coll ect
t he personal information requested.

(ii) Principal Purpose (s): Cte the principal purposes for which



the information will be used.

(iii) Routine Uses: A list of where and why the information will be
di scl osed OUTSI DE of DOD. Applicable routine uses are published in the
applicable Privacy Act system of records notice(s). If none, the
| anguage to be used is: "~ Routine Use(s): None. However the " Bl anket
Routine Uses' set forth at the beginning of the Arny's conpilation of
systems of records notices apply.'

(iv) Disclosure: Voluntary or Mandatory. Include in the Privacy Act
Statement specifically whether furnishing the requested personal data
is mandatory or voluntary. A requirenent to furnish personal data is
mandat ory ONLY when a federal statute, Executive Order, regulation, or
other law specifically inmposes a duty on the individual to provide the
i nformati on sought, and when the individual is subject to a penalty if
he or she fails to provide the requested information. If providing the
information is only a condition of or prerequisite to granting a
benefit or privilege and the individual has the option of receiving the
benefit or privilege, providing the information is always voluntary.
However, the loss or denial of the privilege, benefit, or entitlenent
sought must be listed as a consequence of not furnishing the requested
i nformati on.

(7) Sonme acceptable neans of adninistering the PAS are as foll ows,
in the order of preference--

(i) Belowthe title of the media used to collect the persona
i nformati on. The PAS shoul d be positioned so that the individual wll
be advi sed of the PAS before he or she provides the requested
i nformation;

(ii) Wthin the body with a notation of its |ocation bel ow the
title;

(iii) On the reverse side with a notation of its |ocation bel ow the
title;

(iv) Attached as a tear-off sheet; or

(v) Issued as a separate suppl enent.

(8) An exanple of a PAS is at appendix B of this part.

(9) Include a PAS on a Wb site page if it collects information
directly froman individual and is retrieved by his or her nanme or
personal identifier (See Ofice of Managenent and Budget Privacy Act
Gui del i nes, 40 FR 28949, 28961 (July 9, 1975)).

(10) Arny policy prohibits the collection of personally identifying
i nformati on on public Wb sites w thout the express pernission of the
user. Requests for exceptions rmust be forwarded to the Arny C QO G 6.
(See AR 25-1, para 6-4n.)

(c) Collecting personal information fromthird parties. (1) It may
not be practical to collect personal information directly fromthe
i ndividual in all cases. Some exanples of when collection fromthird
parties may be necessary are when--

(i) Verifying information;

(ii) Opinions or evaluations are needed,;

(iii) The subject cannot be contacted; or

(iv) At the request of the subject individual

(2) When asking third parties to provide informati on about other
i ndividuals, they will be advised of --

(i) The purpose of the request; and

(ii) Their rights to confidentiality as defined by the Privacy Act
of 1974 (Consult with your servicing Staff Judge Advocate for potentia
l[imtations to the confidentiality that may be offered pursuant to the
Privacy Act).

(d) Confidentiality prom ses. Prom ses of confidentiality nust be



prom nently annotated in the record to protect from di scl osure any
i nfornmati on provided in confidence pursuant to 5 U S.C. 552a(k)(2),

(k) (5), or (k)(7).

Sec. 505.5 Individual access to personal information.

(a) Individual access. (1) The access provisions of this part are
i ntended for use by individuals whose records are maintained in a
Privacy Act systemof records. If a representative acts on their
behal f, a witten authorization nust be provided, with the exception of
menbers of Congress acting on behalf of a constituent.

(2) A Departnent of the Arnmy "Bl anket Routine Use'' allows the
rel ease of Privacy Act protected information to menbers of Congress
when they are acting on behalf of the constituent and the information
is filed and retrieved by the constituent's nanme or persona
identifier. The said "~ "Blanket Routine Use'' is |listed bel ow

" Congressional Inquiries Disclosure Routine Use: Disclosure froma
system of records maintained by a DOD Conponent nay be nmade to a
congressional office fromthe record of an individual in response to an
inquiry fromthe congressional office made at the request of that
i ndi vi dual . "'

(3) Upon a witten request, an individual will be granted access to
informati on pertaining to himor her that is maintained in a Privacy
Act system of records, unless--

(i) The infornmation is subject to an exenption, the system manager
has i nvoked the exenption, and the exenption is published in the
Federal Register; or

(ii) The information was conpiled in reasonabl e anticipation of a
civil action or proceeding.

(4) Legal guardians or parents acting on behalf of a minor child
have the minor child' s rights of access under this part, unless the
records were created or mmintai ned pursuant to circunstances where the
interests of the minor child were adverse to the interests of the |ega
guardi an or parent.

(5) These provisions should allow for the nmaxi mumrel ease of
i nfornmati on consistent with Army and DOD s statutory responsibilities.

(b) Individual requests for access. (1) Individuals will address
requests for access to records in a Privacy Act system of records to
t he system nanager or the custodian of the record designated in DA
systenms of records notices (See DA PAM 25-51 or the Defense Privacy
Ofice's Wb site http://ww. defenselink.m|/privacy).

(2) Individuals do not have to state a reason or justify the need
to gain access to records under the Act.

(3) Rel ease of personal information to individuals under this
section is not considered a “~“public release'' of information.

(c) Verification of identity for first party requesters. (1) Before
granting access to personal data, an individual will provide reasonable
verification of identity.

(2) When requesting records in witing, the preferred nmethod of
verifying identity is the subm ssion of a notarized signature. An
alternative nethod of verifying identity for individuals who do not
have access to notary services is the subm ssion of an un-sworn
declaration in accordance with 28 U . S.C. 1746 in the follow ng format:

(i) I'f executed within the United States, its territories,
possessi ons, or conmmonwealths: "I declare (or certify,
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verify, or state) under penalty of perjury that the foregoing is true
and correct. Executed on (date). (Signature)''.

(ii) If executed outside of the United States: " | declare under
perjury or penalty under the |laws of the United States of Anerica that
the foregoing is true and correct. Executed on (date). (Signature).’

(3) When an individual seeks access in person, identification can
be verified by docunments normally carried by the individual (such as
identification card, driver's license, or other license, pernit or pass
normal |y used for identification purposes). However, |evel of proof of
identity is cormensurate with the sensitivity of the records sought.
For exanple, nore proof is required to access nedical records than is
required to access parking records.

(4) Tel ephonic requests will not be honored.

(5) An individual cannot be denied access solely for refusal to
provide his or her Social Security Number (SSN) unless the SSN was
required for access by statute or regul ation adopted prior to January
1, 1975.

(6) If an individual w shes to have his or her records rel eased
directly to a third party or to be acconpanied by a third party when
seeki ng access to his or her records, reasonabl e proof of authorization
nmust be obtained. The individual may be required to furnish a signed
access authorization with a notarized signature or other proof of
authenticity (i.e. telephonic confirmation) before granting the third
party access.

(d) Individual access to nmedical records. (1) An individual nust be
gi ven access to his or her nmedical and psychol ogi cal records unless a
judgrment is made that access to such records could have an adverse
effect on the nmental or physical health of the individual. This
determ nation normally should be nade in consultation with a nedica
doctor. Additional guidance is provided in DOD 5400.11-R, Departnment of
Def ense Privacy Program In this instance, the individual will be asked
to provide the nane of a personal health care provider, and the records
will be provided to that health care provider, along with an
expl anati on of why access w thout nedical supervision could be harnfu
to the individual

(2) Information that may be harnful to the record subject should
not be released to a designated individual unless the designee is
qualified to nmake psychiatric or nedical determ nations.

(3) DA activities nay offer the services of a mlitary physician,
ot her than the one who provided the treatnent.

(4) Do not require the named health care provider to request the
records for the individual

(5) The agency's decision to furnish the records to a nedica
designee and not directly to the individual is not considered a denia
for reporting purposes under the Act and cannot be appeal ed.

(6) However, no matter what the special procedures are, DA has a
statutory obligation to ensure that access is provided the individual.

(7) Regardless of age, all DA mlitary personnel and all narried
persons are considered adults. The parents of these individuals do not
have access to their nedical records without witten consent of the
i ndi vi dual

(8) DOD 6025.18-R, DOD Health Information Privacy Regul ati on,

i ssued pursuant to the Health Insurance Portability and Accountability
Act (HI PAA) of 1996, has placed additional procedural requirenents on



t he uses and disclosure of individually identifiable health information
beyond those found in the Privacy Act of 1974 and this part. |In order
to be in conpliance with H PAA, the additional guidelines and
procedures will be reviewed before rel ease of an individual's
identifiable health informtion.

(e) Personal notes. (1) The Privacy Act does not apply to persona
notes of individuals used as nmenory aids. These docunents are not
Privacy Act records and are not subject to this part.

(2) The five conditions for documents to be considered persona
notes are as foll ows--

(i) Maintained and di scarded solely at the discretion of the
aut hor;

(ii) Created only for the author's personal conveni ence and the
notes are restricted to that of menory aids;

(iii) Not the result of official direction or encouragenent,
whet her oral or witten;

(iv) Not shown to others for any reason; and

(v) Not filed in agency files.

(3) Any disclosure frompersonal notes, either intentional or
t hrough carel essness, renoves the information fromthe category of
menory ai ds and the personal notes then becone subject to provisions of
t he Act.

(f) Denial or limtation of individual's right to access. (1) Even
if the information is filed and retrieved by an individual's name or
personal identifier, his or her right to access may be denied if--

(i) The records were conpiled in reasonable anticipation of a civi
action or proceeding including any action where DA expects judicial or
admi ni strative adjudi catory proceedings. The term "civil action or
proceedi ng'' includes quasi-judicial, pre-trial judicial, and
admi ni strative proceedings, as well as formal litigation;

(ii) The information is about a third party and does not pertain to
the requester. Athird party's SSN and hone address will be withheld.
However, information about the relationship between the individual and
the third party would normally be disclosed as it pertains to the
i ndi vi dual

(iii) The records are in a system of records that has been properly
exenpted by the Secretary of the Arny fromthe access provisions of
this part and the information is exenpt fromrel ease under a provision
of the Freedom of Information Act (See appendix C of this part for a
list of applicable Privacy Act exenptions, exceptions, and " Bl anket"'
routi ne uses);

(iv) The records contain properly classified information that has
been exenpted fromthe access provision of this part;

(v) The records are not described well enough to enable themto be
| ocated with a reasonabl e amount of effort on the part of an enpl oyee
famliar with the file. Requesters should reasonably describe the
records they are requesting. They do not have to designate a Privacy
Act system of records notice identification nunber, but they should at
| east identify a type of record or functional area. For requests that
ask for "“all records about me,'' DA personnel should ask the requester
for nore infornmation to narrow the scope of his or her request; and

(vi) Access is sought by an individual who fails or refuses to
conmply with Privacy Act established procedural requirenents, included
refusing to pay fees.

(2) Requesters will not use governnment equi pnent, suppli es,
stationery, postage, tel ephones, or official mail channels for nmaking
Privacy Act requests. System nmanagers will process such requests but



i nformrequesters that using governnment resources to nmake Privacy Act
requests is not authorized.

(3) When a request for information contained in a Privacy Act
system of records is denied in whole or in part, the Denial Authority
or designee shall informthe requester in witing and explain why the
request for access has been refused.

(4) A request for access, notification, or anendnent of a record
shal | be acknow edged in witing within 10 worki ng days of receipt by
t he proper system manager or record custodi an
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(g) Relationship between the Privacy Act and the Freedom of
Information Act. (1) Not all requesters are know edgeabl e of the
appropriate statutory authority to cite when requesting information. In
sonme instances, they may cite neither the PA nor the Freedom of
Information Act in their request. In sone instances they may cite one
Act but not the other. The Freedom of Information Act and the PA works
together to ensure that requesters receive the greatest amount of
i nfornmati on possi bl e.

(2) Do not deny the individual access to his or her records sinply
because he or she failed to cite the appropriate statute or regul ation.

(3) If the records are required to be rel eased under the Freedom of

Informati on Act, the PA will never block disclosure to requester. If
the PA allows the DA activity to deny access to an individual, the
Freedom of Informati on Act nust still be applied, and the infornmation

rel eased if required by the Freedom of Information Act.

(4) Unlike the Freedom of Information Act, the Privacy Act applies
only to U.S. citizens and aliens lawfully adnmitted for permanent
resi dence.

(5) Requesters who seek records about thenselves contained in a
Privacy Act systemof records (1lst party requesters) and who cite or
inmply only the Privacy Act, will have their request processed under the
provi sions of both the PA and the Freedom of Information Act. If the
i nformati on requested is not contained in a Privacy Act system of
records or is not about the requester, the individual's request will be
processed under the provisions of the Freedom of Information Act only,
and the Freedom of Information Act processing requirenments/time |ines
will apply.

(6) Third party information. (i) Third party informati on contained
in a Privacy Act systemof records that does not pertain to the
requester, such as SSN, hone addresses, and other purely persona
information that is not about the requester, will be processed under
t he provisions of Freedom of Information Act only. Third party
information that is not about the requester is not subject to the
Privacy Act's first party access provision

(ii) Information about the relationship between the first party
requester and a third party is normally disclosed as pertaining to the
first party requester. Consult your servicing Staff Judge Advocate if
there is a question about the release of third party information to a
first party requester.

(7) I'f an individual requests infornmation about themcontained in a
Privacy Act system of records, the individual may be denied the
information only if the information is exenpt under both the PA and the
Freedom of Informati on Act. Both PA and Freedom of Information Act
exenptions will be cited in the denial letter and appeals will be
processed in accordance with both Acts.



(8) Each tinme a first party requester cites or inplies the PA,
performthis anal ysis:

(i) I's the request froma United States living citizen or an alien
lawfully admitted for permanent residence?

(ii) Is the individual requesting an agency record?

(iii) Are the records within a PA system of records that are filed
and retrieved by an individual's name or other personal identifier? (If
the answer is ““yes'' to all of these questions, then the records
shoul d be processed under the " "Privacy Act'') and

(iv) Does the information requested pertain exclusively to the
requester?

(A) If yes, no further consideration of Freedomof Information Act
exenptions required. Release all information unless a PA exenption
aut hori zes wit hhol di ng.

(B) If no, process the information that is not about the requester
under the Freedom of Infornmation Act and withhold only if a proper
Freedom of Informati on Act exenption applies.

(h) Functional requests. If an individual asks for his or her
records and does not cite or reasonably inply either the Privacy Act or
t he Freedom of Information Act, and another prescribing directive or
regul ati on aut horizes the rel ease, the records should be rel eased under
that other directive or regulation and not the PA or the FO A Exanples
of functional requests are mlitary nmenbers asking to see their
Oficial Mlitary Personnel Records or civilian enpl oyees asking to see
their O ficial Personnel Fol der.

(i) Procedures for denying or limting an individual's right to
access or amendnent and the role of the Denial Authority. (1) The only
officials authorized to deny a request for records or a request to
amend records in a PA systemof records pertaining to the requesting
i ndi vi dual, are the appropriate Denial Authorities, their designees, or
the Secretary of the Army who will be acting through the Genera
Counsel .

(2) Denial Authorities are authorized to deny requests, either in
whole or in part, for notification, access and amendnent of Privacy Act
records contained in their respective areas of responsibility.

(i) The Denial Authority may del egate all or part of their
authority to a division chief under his supervision within the Agency
in the grade of 0-5/GS-14 or higher. Al del egations must be in
writing.

(ii) The Denial Authority will send the nanmes, office nanes, and
t el ephones nunbers of their delegates to the DA Freedom of Infornmation
and Privacy Ofice.

(iii) If a Denial Authority del egate deni es access or anendnent,
the del egate nmust clearly state that he or she is acting on behal f of
the Denial Authority, who nust be identified by nane and position in
the witten response to the requester. Denial Authority designation
wi Il not delay processing privacy requests/actions.

(iv) The official Denial Authorities are for records under their
authority (See appendix B of this part). The individuals designated as
Deni al Authorities under this part are the same individual s designated
as Initial Denial Authorities under AR 25-55, the Departnent of the
Arny Freedom of Information Act Program However, del egation of Denial
Authority pursuant to this part does not automatically encomnpass
del egation of Initial Denial Authority under AR 25-55. Initial Denial
Aut hority must be expressly del egated pursuant to AR 25-55 for an
i ndividual to take action on behalf of an Initial Denial Authority
under AR 25-55.



(3) The custodian of the record will acknow edge requests for
access nade under the provisions of the Privacy Act within 10 working
days of receipt.

(4) Requests for information recomended for denial will be
forwarded to the appropriate Denial Authority, along with a copy of the
records and justification for withholding the record. At the sane tine,
notify the requester of the referral to the Denial Authority for
action. Al docunents or portions thereof determned to be rel easabl e
to the requester will be released to the requester before forwarding
the case to the Denial Authority.

(5) Wthin 30 working days, the Denial Authority will provide the
following notification to the requester in witing if the decision is
to deny the requester access to the information

(6) Included in the notification will be:

(i) Denying Oficial's name, position title, and business address;

(ii) Date of the denial

(iii) The specific reason for the denial, citing the appropriate
subsections of the Privacy Act, the Freedom of Information Act, AR 25-
55, The Departnment of the Arny Freedom of |Information Act Program and
this part; and
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(iv) The individual's right to adm nistratively appeal the denia
within 60 cal endar days of the mailing date of the notice, through the
Denial Authority, to the Ofice of the General Counsel, Secretary of
the Arny, 104 Arny Pentagon, Washi ngton, DC 20310-0104.

(7) The appeal nust be in witing and the requester should provide
a copy of the denial letter and a statement of their reasons for
seeki ng revi ew.

(8) For denials nmade by the DA when the record is maintained in a
Gover nment -wi de system of records, an individual's request for further
revi ew nust be addressed to each of the appropriate governnment Privacy
Act offices listed in the Privacy Act system of records notices. For a
current listing of Governnent-wi de Privacy Act system of records
noti ces see the Defense Privacy Office's Wb site
http://ww. def enselink. m | /privacy

or DA PAM 25-51

(j) No records determ nations. (1) Since a no record response nay
be considered an "~ adverse'' deternination, the Denial Authority nust
make the final determ nation that no records exist. The originating
agency shall notify the requester that an initial determ nation has
been nade that there are no responsive records, however the fina
determ nation will be nade by the Denial Authority. A no records
certificate nust acconpany a no records determination that is forwarded
to the Denial Authority

(2) The Denial Authority must provide the requester with appea
ri ghts.

(k) Referral of requests. (1) A request received by a DA activity
havi ng no records responsive to a request shall be referred to another
DOD Conponent or DA activity, if the other Conponent or activity
confirms that they have the requested records, or verifies that they
are the proper custodian for that type of record. The requester will be
notified of the referral. In cases where the DA activity receiving the
request has reason to believe that the exi stence or nonexi stence of the
record may in itself be classified, that activity will consult the



Conponent or activity having cogni zance over the records in question
before referring the request. If the Conponent or activity that is
consul ted deternines that the existence or nonexi stence of the records
isinitself classified, the requester shall be so notified by the DA
activity originally receiving the request that it can neither confirm
nor deny the existence of the record, and no referral shall take place.

(2) A DA activity shall refer a Privacy Act request for a
classified record that it holds to another DOD Conponent, DA activity,
or agency outside the Departnent of Defense, if the record originated
in the other DOD Component, DA activity, or outside agency, or if the
classification is derivative. The referring DA activity will provide
the records and a rel ease reconmendation with the referral action.

(3) Any DA activity receiving a request that has been m saddressed
will refer the request to the proper address and advi se the requester.

(4) Wthin DA, referrals will be made directly to offices having
custody of the requested records (unless the Denial Authority is the
custodi an of the requested records). If the office receiving the
Privacy Act request does not know where the requested records are
| ocated, the office will contact the DA FOA P Ofice, to deternine the
appropriate office for referral

(5) The requester will be inforned of the referral whenever records
or a portion of records are, after prior consultation, referred to
another activity for a rel ease deternination and direct response.
Additionally, the DA activity referral letter will acconplish the
fol | owi ng- -

(i) Fully describe the Privacy Act system of records from which the
document was retrieved; and

(ii) Indicate whether the referring activity clains any exenptions
in the Privacy Act system of records notice.

(6) Wthin the DA, an activity will refer a Privacy Act request for
records that it holds but was originated by another activity, to the

originating activity for direct response. An activity will not, in any
case, release or deny such records without prior consultation with the
originating activity. The requester will be notified of such referral.

(7) A DA activity may refer a Privacy Act request for records that
originated in an agency outside of DOD, or that is based on infornation
obt ai ned from an agency outside the DOD, to that agency for direct
response to the requester, only if that agency is subject to the
Privacy Act. Otherwi se, the DA activity nmust respond to the request.

(8) DA activities will not honor any Privacy Act requests for
i nvestigative, intelligence, or any other type of records that are on
loan to the Departnent of Defense for a specific purpose, if the
records are restricted fromfurther release in witing. Such requests
will be referred to the agency that provided the records.

(9) A DA activity will notify requesters seeking National Security
Council (NSC) or Wite House docunents that they should wite directly
to the NSC or White House for such docunments. DA docunents in which the
NSC or White House have a concurrent reviewing interest will be
forwarded to the Departnment of Defense, O fice of Freedom of
I nformation and Security Review, which will coordinate with the NSC or
Wi te House, and return the docunents to the originating DA activity
after NSC or Wiite House review. NSC or Wite House documents
di scovered in DA activity files which are responsive to a Privacy Act
request will be forwarded to DOD for coordination and return with a
rel ease determ nation.

(10) To the extent referrals are consistent with the policies
expressed above; referrals between offices of the same DA activity are



aut hori zed.

(1) Reproduction fees. (1) Use fees only to recoup direct
reproduction costs associated with granting access.

(2) DA activities may use discretion in their decision to charge
for the first copy of records provided to an individual to whomthe
records pertain. Thereafter, fees will be conputed pursuant to the fee
schedul e set forth in AR 25-55, including the fee waiver provisions.

(3) Checks or noney orders for fees should be made payable to the
Treasurer of the United States and will be deposited in the
nm scel | aneous receipts of the treasury account naintai ned at the
activity's finance office.

(4) Reproduction costs shall only include the direct costs of
reproduction and shall not include costs of--

(i) Time or effort devoted to searching for or review ng the
records by personnel

(ii) Fees not associated with the actual cost of reproduction;

(iii) Producing a copy when it nust be provided to the individua
wi t hout cost under another regul ation, directive, or |aw,

(iv) Normal postage;

(v) Transportation of records or personnel; or

(vi) Producing a copy when the individual has requested only to
review the records and has not requested a copy, and the only neans of
allowing reviewis to make a copy (e.g., the records are stored in a
conputer and a copy nust be printed to provide individual access, or
the activity does not wi sh to surrender tenporarily the origina
records for the individual to review).

(m Privacy Act case files. (1) Wenever an individual submts a
Privacy Act request, a case file will be established. This Privacy Act
case file is a specific type of file that is governed by a specific
Privacy Act system of records notice. In no instance will the
i ndividual's Privacy Act request and
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correspondi ng Arnmy actions be included in the individual's mlitary
personnel file or other military filing systens, such as adverse action
files or general legal files, and in no instance will the Privacy Act
case file be used to make an adverse determ nati on about the
i ndi vi dual

(2) The case file will be conprised of the request for access/
amendnment, grants, refusals, coordination action(s), and all related
papers.

Sec. 505.6 Anendnment of records.

(a) Anended records. (1) Individuals are encouraged to periodically
review the informati on mai ntai ned about themin Privacy Act systens of
records and to familiarize thenmselves with the amendnent procedures
established by this part.

(2) An individual nay request to anend records that are retrieved
by his or her name or personal identifier froma systemof records
unl ess the system has been exenpted fromthe amendnent provisions of
the Act. The standard for amendment is that the records are inaccurate
as a matter of fact rather than judgnent, irrelevant, untinely, or
i nconpl ete. The burden of proof is on the requester.

(3) The system nanager or custodi an nust review Privacy Act records



for accuracy, relevance, tineliness, and conpl et eness.

(4) Anendrment procedures are not intended to permt individuals to
chal | enge events in records that have actually occurred. Amendnent
procedures only allow individuals to amend those itens that are
factual ly inaccurate and not matters of official judgnent (e.g.,
performance ratings, pronotion potential, and job performance
appraisals). In addition, an individual is not permtted to anmend
records for events that have been the subject of judicial or quasi-
judicial actions/proceedings.

(b) Proper anmendnment requests. (1) Anendnment requests, except for
routi ne adm nistrative changes, will be in witing.

(2) When acting on behalf of a first party requester, an individua
nmust provide witten docunmentation of the first party requester's
consent to allow the individual to view his or her records.

(3) Anendrent is appropriate if it can be shown that--

(i) G rcunmstances |eading up to the recorded event were found to be
i naccurately reflected in the docunent;

(ii) The record is not identical to the individual's copy; or

(iii) The document was not constructed in accordance with the
appl i cabl e recordkeepi ng requirements prescribed in AR 25-400-2, The
Arnmy Records Information Managenent System (ARl M5)

(4) Under the anendnent provisions, an individual may not chall enge
the nerits of an adverse deternination

(5 U S Army Criminal Investigation Conmand (USACI DC) reports of
i nvestigations (PA system of records notice A0195-2a USACI DC, Source
Regi ster; A0195-2b USACIDC, Crininal Investigation and Crine Laboratory
Fil es) have been exenpted fromthe anendnent provisions of the Privacy
Act. Requests to anend these reports will be considered under AR 195-2.
Actions taken by the Commander of U S. Arny Crimnal Investigation
Conmmand will constitute final action on behalf of the Secretary of the
Arnmy under that regulation

(6) Records placed in the National Archives are exenpt fromthe
Privacy Act provision allow ng individuals to request anmendment of
records. Most provisions of the Privacy Act apply only to those systens
of records that are under the |legal control of the originating agency;
for exanple, an agency's current operating files or records stored at a
Federal Records Center.

(7) Inspector Ceneral investigative files and action request/
conplaint files (records in systemnotice A0021-1 SAIG |Inspector
Ceneral Records) have been exenpted fromthe anendnment provisions of
the Privacy Act. Requests to anmend these reports will be considered
under AR 20-1 by the Inspector General. Action by the Inspector Cenera
will constitute final action on behalf of the Secretary of the Arny
under that regul ation

(8) Other records that are exenpt fromthe anendnent provisions of
the Privacy Act are listed in the applicable PA systemof records
noti ces.

(c) Anmendnent procedures. (1) Requests to amend records shoul d be
addressed to the custodian or system manager of the records. The
request must reasonably describe the records to be anended and the
changes sought (e.g., deletion, addition, or anendnent). The burden of
proof is on the requester. The system manager or records custodian will
provide the individual with a witten acknow edgnment of the request
within 10 worki ng days and will nake a final response wi thin 30 working
days of the date the request was received. The acknow edgnment nust
clearly identify the request and informthe individual that fina
action will be forthcom ng within 30 working days.



(2) Records for which anendnent is sought nust be reviewed by the
proper system manager or custodian for accuracy, relevance, tineliness,
and conpl et eness.

(3) If the amendnment is appropriate, the system manager or
custodian will physically anmend the records accordingly. The requester
will be notified of such action

(4) If the amendnment is not warranted, the request and all rel evant
docunents, including reasons for not anending, will be forwarded to the
proper Denial Authority within 10 working days to ensure that the 30
day time limt for the final response is net. In addition, the
requester will be notified of the referral

(5) Based on the docunentation provided, the Denial Authority will
ei ther amend the records and notify the requester and the custodi an of
the records of all actions taken, or deny the request. If the records
are anmended, those who have received the records in the past wll
receive notice of the anendnent.

(6) If the Denial Authority determ nes that the anendnent is not
warranted, he or she will provide the requester and the custodi an of
the records reason(s) for not anmending. In addition, the Denia
Authority will send the requester an explanation regarding his or her
right to seek further review by the DA Privacy Act Revi ew Board,

t hrough the Denial Authority, and the right to file a concise
"“Statenent of Disagreenent'' to append to the individual's records.

(i) On receipt of a request for further review by the Privacy Act
Revi ew Board, the Denial Authority will append any additional records
or background information that substantiates the refusal or renders the
case conpl et e;

(ii) Wthin 5 working days of receipt, forward the appeal to the DA
Privacy Act Revi ew Board; and

(iii) Append the servicing Judge Advocate's |egal review, including
a deternination that the Privacy Act Revi ew Board packet is conplete.

(d) DA Privacy Act Review Board. (1) The DA Privacy Act Revi ew
Board acts on behalf of the Secretary of the Arny in deciding appeal s
of the appropriate Denial Authority's refusal to amend records.

(2) The Board will process an appeal within 30 working days of its
recei pt. The General Counsel nmay authorize an additional 30 days when
unusual circunstances and good cause so warrant.

(3) The Board menbership consists of the follow ng principa
menbers, conprised of three voting and two non-voting nmenbers, or their
del egat es.

(4) Three voting nmenbers include--

(i) Administrative Assistant to the Secretary of the Arny (AASA)
who acts as the Chairnman of the Board,;
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(ii) The Judge Advocate General; and

(iii) The Chief, DA Freedom of Information and Privacy Division,
U.S. Arny Records Managenent and Decl assification Agency.

(5) I'n addition, two non-voting nmenbers include--

(i) The Chief Attorney, OAASA (or designee) who serves as the | ega
advisor and will be present at all Board sessions to provide | ega
advi ce as required; and

(ii) Recording Secretary provided by the Ofice of the
Admi ni strative Assistant to the Secretary of the Arny.

(e) DA Privacy Act Review Board neetings. (1) The neeting of the
Board requires the presence of all five nenbers or their designated



representatives. Ot her non-voting nenbers with subject natter expertise
may participate in a neeting of the Board, at the discretion of the
Chai r man.

(2) Majority vote of the voting menbers is required to nake a final
determ nati on on a request before the Board.

(3) Board nenbers, who have denial authority, may not vote on a
matt er upon which they took Denial Authority action. However, an
i ndi vi dual who took Denial Authority action, or his or her
representative, may serve as a non-voting nenber when the Board
considers matters in the Denial Authority's area of functiona
speci al i zati on.

(4) The Board may seek additional information, including the
requester's official personnel file, if relevant and necessary to
deci de t he appeal

(5) If the Board determines that an amendnent is warranted (the
record is inaccurate as a natter of fact rather than judgnent,
irrelevant, untinmely, or inconplete) it will anend the record and
notify the requester, the Denial Authority, the custodi an of the
record, and any prior recipients of the record, of the amendnent.

(6) If the Board determines that anendment is unwarranted, they
Will--

(i) Cbtain the General Counsel's concurrence in witing;

(ii) Respond to the requester with the reasons for denial; and

(iii) Informthe requester of the right to file a ~~Statenent of
Di sagreenent'' with the Board' s action and to seek judicial review of
the Arny's refusal to anmend. A "~ Statenent of Disagreenent'' nust be
recei ved by the system nmanager within 120 days and it will be nmade an
integral part of the pertinent record. Anyone who may have access to,
use of, or need to disclose information fromthe record will be aware
that the record was di sputed. The disclosing authority may include a
brief summary of the Board's reasons for not anending the disputed
record.

(7) It is inappropriate for the Privacy Act Review Board to
consi der any record which is exenpt fromthe anendnent provision of the
Privacy Act.

Sec. 505.7 Disclosure of personal information to other agencies and
third parties.

(a) Disclosing records to third parties. (1) DA is prohibited from
di sclosing a record froma Privacy Act system of records to any person
or agency without the prior witten consent of the subject of the
record, except when--

(i) Pursuant to the twelve Privacy Act exceptions. The twelve
exceptions to the "“no disclosure without consent'' rule are those
exceptions which pernit the rel ease of personal information wthout the
i ndi vidual ' s/ subject's consent (See appendix C of this part).

(ii) The FO A requires the rel ease of the record. One of the twelve
exceptions to Privacy Act is the FO A Exception. If the FOA requires
the release of information, the information nust be rel eased. The
Privacy Act can not prevent release to a third party if the FOA
requires rel ease. However, information nust not be discretionarily
rel eased under the FOA if the information is subject to the Privacy
Act's “"no disclosure wthout consent'' rule.

(iii) A routine use applies. Another major exception to the " "no
di scl osure without consent'' rule is the routine use exception. The



Privacy Act allows federal agencies to publish routine use exceptions
to the Privacy Act. Sone routine uses are Arny specific, DOD specific,
and Governnmentw de. Routine uses exceptions are listed in the Privacy
Act system of records notice(s) applicable to the Privacy Act records
in question. The Army and ot her agencies' system of records notices may
be accessed at the Defense Privacy Office's Wb site
http://ww. def enselink. m | /privacy

(2) The approved twel ve exceptions to the Privacy Act "~“no
di scl osure without consent'' rule are |listed at appendix C of this
part.

(b) Disclosing records to other DOD components and to federa
agenci es outside the DOD. (1) The twelve Privacy Act exceptions
referred to in appendix C of this part are available to other DOD
conponents and to federal agencies outside the DOD as exceptions to the
Privacy Act's “"no disclosure without consent'' rule, with the
exception of the FO A exception. The FO A is not an appropriate
mechani sm for providing informati on to other DOD conponents and to
federal agencies outside the DOD

(2) A widely used exception to requests for information fromloca
and state governnent agencies and federal agencies not within the DOD
is the routine use exception to the Privacy Act.

(3) The npbst widely used exception to requests for information from
ot her DOD conmponents is the " “intra-agency need to know ' exception to
the Privacy Act. Oficers and enpl oyees of the DOD who have an officia
need for the records in the performance of their official duties are
entitled to Privacy Act protected information. Rank, position, or title
al one does not authorize access to personal information about others.
An of ficial need for the information nust exist before disclosure.

(4) For the purposes of disclosure and disclosure accounting, the
Depart nent of Defense (DOD) is considered a single agency.

(c) Disclosures under AR 25-55, the Freedom of Information Act
(FO A Program (1) Despite Privacy Act protections, all records nust
be disclosed if the Freedom of Information Act (FOA) requires their
rel ease. The FO A requires release unless the information is exenpted
by one or nore of the nine FO A exenptions.

(2) Required rel ease under the FO A The followi ng are exanmpl es of
personal information that is generally not exenpt fromthe FO A
therefore, it nust be released to the public, unless covered by
par agraphs (d)(2) and (d)(3) of this section. The following list is not
all inclusive:

(i) Mlitary Personnel --

(A) Rank, date of rank, active duty entry date, basic pay entry
date, and gross pay (including base pay, special pay, and al
al | owances except Basic All owance for Housing);

(B) Present and past duty assignnents, future stateside
assi gnment s;

(C Ofice/unit nane, duties address and tel ephone nunber (DOD
policy may require w thholding of this information in certain
ci rcunst ances) ;

(D) Source of comm ssion, pronption sequence nunber, mlitary
awar ds and decorations, and professional nmlitary education;

(E) Duty status, at any given tine;

(F) Separation or retirement dates;

(G Mlitary occupational specialty (MXS);

(H) Active duty official attendance at technical, scientific or



pr of essi onal neetings; and

(1) Biographies and photos of key personnel (DOD policy may require
wi t hhol ding of this information in certain circumnstances).

(ii) Federal civilian enpl oyees--
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(A) Present and past position titles, occupational series, and
gr ade;

(B) Present and past annual salary rates (including performance
awar ds or bonuses, incentive awards, merit pay anount, Meritorious or
Di stingui shed Executive Ranks, and all owances and differentials);

(C Present and past duty stations;

(D) Ofice or duty tel ephone nunber (DOD policy may require
wi t hhol ding of this information in certain circunstances); and

(E) Position descriptions, identification of job elenents, and
performance standards (but not actual perfornance appraisals), the
rel ease of which would not interfere with | aw enforcement prograns or
severely inhibit agency effectiveness. Perfornmance el ements and
standards (or work expectations) may al so be withheld when they are so
intertwined with perfornance appraisals, the disclosure would reveal an
i ndi vidual's perfornmance apprai sal

(d) Personal information that requires protection. (1) The
followi ng are exanples of information that is generally NOT rel easabl e
wi thout the witten consent of the subject. This list is not al
i ncl usi ve- -

(i) Marital status;

(ii) Dependents' names, sex and SSN nunbers;

(iii) CGvilian educational degrees and nmjor areas of study (unless
the request for the information relates to the professiona
qualifications for Federal enploynent);

(iv) School and year of graduation

(v) Home of record,;

(vi) Hone address and phone;

(vii) Age and date of birth;

(viii) Overseas assignments (present or future);

(ix) Overseas office or unit mailing address and duty phone of
routi nely depl oyable or sensitive units;

(x) Race/ethnic origin;

(xi) Educational |evel (unless the request for the information
relates to professional qualifications for federal enploynent);

(xii) Social Security Nunber (SSN); and

(xiii) The information that woul d otherwi se be protected from
mandat ory di scl osure under a FO A exenption

(2) The Ofice of the Secretary of Defense issued a policy
menorandum i n 2001 that provided greater protection of DOD personnel in
the aftermath of 9/11 by requiring information that personally
identifies DOD personnel be nore carefully scrutinized and limted. In
general, the Departnent of Defense has specifically advised that DOD
conponents are not to release |lists of nanes, duty addresses, present
or past position titles, grades, salaries, and performance standards of
DOD military nenbers and civilian enpl oyees. At the office director
| evel or above, the release of information will be limted to the nane,
official title, organization, and tel ephone nunber, provided a
determ nation is nade that disclosure does not raise security or
privacy concerns. No other information, including roomnunbers, wll
normal |y be rel eased about these officials. Consistent with current



policy, infornmation on officials belowthe office director |evel nmay
continue to be released if their positions or duties require frequent
interaction with the public.

(3) Disclosure of records pertaining to personnel of overseas,
sensitive, or routinely deployed units shall be prohibited to the
extent authorized by 10 U. S.C. 130h.

(e) Rel ease of home addresses and hone tel ephone nunbers. (1) The
rel ease of hone addresses and home tel ephone nunbers normally is
prohibited. This release is normally considered a clearly " unwarranted
i nvasion'' of personal privacy and is exenpt from mandatory rel ease
under the FO A. However, hone addresses and hone tel ephone nunbers may
still be released if--

(i) The individual has indicated previously in witing that he or
she has no objection to the rel ease;

(ii) The source of the information to be released is a public
docunent such as comercial tel ephone directory or other public
listing;

(iii) The release is required by Federal statute (for exanple,
pursuant to federally funded state progranms to | ocate parents who have
defaul ted on child support paynents) (See 42 U.S.C. 653); or

(iv) The releasing of information is pursuant to the routine use
exception or the ““intra-agency need to know ' exception to the Privacy
Act .

(2) A request for a home address or tel ephone nunmber may be
referred to the [ast known address of the individual for a direct reply
by the individual to the requester. In such cases, the requester shal
be notified of the referral

(3) Do not sell or rent lists of individual nanes and addresses
unl ess such action is specifically authorized by the appropriate
aut hority.

(f) Energency Recall Rosters. (1) The rel ease of energency recal
rosters normally is prohibited. Their release is nornally considered a
clearly ““unwarranted invasion'' of personal privacy and is exenpt from
mandat ory rel ease under the FO A. Emergency recall rosters should only
be shared with those who have an "“official need to know ' the
i nfornmati on, and they should be marked "~ “For O ficial Use Only'' (See
AR 25-55).

(2) Do not include a person's SSN on an energency recall roster or
t heir spouse's nane.

(3) Commanders and supervisors shoul d give consideration to those
i ndividuals with unlisted phone nunbers. Commanders and supervi sors
shoul d consider limting access to an unlisted nunber within the unit.

(g) Social Rosters. (1) Before including personal information such
as a spouse's nanme, hone addresses, hone phone nunbers, and simlar
information on social rosters or social directories, which will be
shared with individuals, always ask for the individual's witten
consent. Wthout their witten consent, do not include this
i nformati on.

(2) Collection of this information will require a Privacy Act
Statenment which clearly tells the individual what information is being
solicited, the purpose, to whomthe disclosure of the information is
made, and whet her collection of the information is voluntary or

mandat ory.
(h) Disclosure of personal information on group orders. (1)
Personal information will not be posted on group orders so that

everyone on the orders can view it. Such a disclosure of persona
infornmation violates the Privacy Act and this part.



(2) The following are sonme exanpl es of personal infornmation that
shoul d not be contained in group orders. The following list is not all-
i ncl usive- -

(i) Conpl ete SSN

(ii) Hone addresses and phone nunbers; or

(iii) Date of birth.

(i) Disclosures for established routine uses. (1) Records may be
di scl osed outside the DOD wi t hout the consent of the individual to whom
they pertain for an established routine use.

(2) A routine use shall--

(i) Be compatible with and related to the purpose for which the
record was conpil ed;

(ii) ldentify the persons or organizations to which the records may
be rel eased; and

(iii) Have been published previously in the Federal Register.

(3) Establish a routine use for each user of the information
out side the Department of Defense who needs official access to the
records.

(4) Routine uses may be established, discontinued, or anended
wi t hout the consent of the individuals involved. However, new or
changed routine uses
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nmust be published in the Federal Register at |east 30 days before
actual ly disclosing any records.

(5) In addition to the routine uses listed in the applicable
systens of records notices, "~ Blanket Routine Uses'' for all DOD
mai nt ai ned systens of records have been established. These " Bl anket
Routine Uses'' are applicable to every record system mai ntai ned within
the DOD unl ess specifically stated otherwise within a particular record
system The " “Blanket Routine Uses'' are |listed at appendix C of this
part.

(j) Disclosure accounting. (1) System managers nust keep an
accurate record of all disclosures nade from DA Privacy Act system of
records, including those made with the consent of the individual,
except when records are--

(i) Disclosed to DOD officials who have a “~“need to know ' the
information to performofficial governnment duties; or

(ii) Required to be disclosed under the Freedom of Information Act.

(2) The purpose for the accounting of disclosure is to--

(i) Enable an individual to ascertain those persons or agencies
t hat have received information about them

(ii) Enable the DA to notify past recipients of subsequent
amendnents or "~ Statenents of Dispute'' concerning the record; and

(iii) Provide a record of DA conpliance with the Privacy Act of
1974, if necessary.

(3) Since the characteristics of records maintained within DA vary
wi dely, no uniform nethod for keeping the disclosure accounting is
prescri bed.

(4) Essential elements to include in each disclosure accounting
report are--

(i) The nane, position title, and address of the person making the
di scl osure

(ii) Description of the record disclosed;

(iii) The date, nethod, and purpose of the disclosure; and

(iv) The nanme, position title, and address of the person or agency



to which the disclosure was nmade

(5) The record subject has the right of access to the disclosure
accounti ng except when--

(i) The disclosure was nade for |aw enforcenment purposes under 5
U S.C. 552a(b)(7); or

(ii) The disclosure was nmade froma system of records for which an
exenption from5 U S.C. 552a(c)(3) has been clai ned.

(6) There are no approved filing procedures for the disclosure of
accounting records; however, system managers nmust be able to retrieve
upon request. Wth this said, keep disclosure accountings for 5 years
after the disclosure, or for the life of the record, whichever is

| onger.
(7) When an individual requests such an accounting, the system
manager or designee will respond within 20 working days.

Sec. 505.8 Training requirenents.

(a) Training. (1) The Privacy Act requires all heads of Army Staff
agencies, field operating agencies, direct reporting units, Major
Commands, subordi nate commands, and installations to establish rules of
conduct for all personnel involved in the design, devel opnent,
operation, and mai ntenance of any Privacy Act system of records and to
train the appropriate personnel with respect to the privacy rules
i ncluding the penalties for non-conpliance (See 5 U. S.C. 552a(e)(9)).

(2) To neet the training requirenments, three general |evels of
trai ning nust be established. They are--

(i) Orientation. Training that provides basic understanding of this
part as it applies to the individual's job performance. This training
will be provided to personnel, as appropriate, and should be a
prerequisite to all other levels of training;

(ii) Specialized training. Training that provides information as to
t he application of specific provisions of this part to specialized
areas of job performance. Personnel of particular concern include, but
are not limted to, personnel specialists, finance officers, DOD
personnel who nmay be expected to deal with the news nedia or the
public, special investigators, paperwork managers, individuals working
wi th nedical and security records, records managers, conputer systens
devel opnent personnel, conputer systens operations personnel,
statisticians dealing with personal data and program eval uati ons,
contractors and anyone responsi ble for inplenmenting or carrying out
functions under this part. Specialized training should be provided on a
peri odi ¢ basis; and

(iii) Managerial training. Training designed to identify for
responsi bl e managers (such as seni or system nanagers, Denia
Aut horities, and functional managers described in this section) issues
that they shoul d consi der when maki ng managenent deci sions affected by
the Privacy Act Program

(b) Training tools. Helpful resources include--

(1) Privacy Act training slides for Mjor Conmands and Privacy Act
Oficers: Contact the DA FOA/ P Ofice, or slides can be accessed at
the Wb site
https://ww. rnda. bel voir.arny. ml/rndaxm / r nda/ FPHonmePage. asp

(2) The ""DQJ Freedom of Information Act Cuide and Privacy Act
Overview ': The U. S. Department of Justice, Executive Ofice for United



States Attorneys, Ofice of Legal Education, 600 E. Street, NW, Room
7600, Washington, DC 20530, or training prograns can be accessed at the
Web site http://ww. usdoj . gov/ usao/ eousal/ol e. htm .

Sec. 505.9 Reporting requirenents.

The Department of the Arnmy will submit reports, consistent with the
requi renents of DOD 5400.11-R, OB Circular A-130, and as ot herwi se
directed by the Defense Privacy Office. Contact the DA FOA/ P Ofice
for further guidance regarding reporting requirenents.

Sec. 505.10 Use and establishnent of exenptions.

(a) Three types of exenptions. (1) There are three types of
exenptions applicable to an individual's right to access permtted by
the Privacy Act. They are the Special, CGeneral, and Specific
exenptions.

(2) Special exenption (d)(5)--Relieves systens of records fromthe
access provision of the Privacy Act only. This exenption applies to
i nformati on conpiled in reasonable anticipation of a civil action or
pr oceedi ng.

(3) Ceneral exenption (j)(2)--Relieves systens of records from nost
requi renents of the Act. Only Arny activities actually engaged in the
enforcenent of crimnal laws as their primary function may claimthis
exenption.

(4) Specific exemptions (k)(1)-(k)(7)-Relieves systens of records
fromonly a few provisions of the Act.

(5) To find out if an exenption is available for a particular
record, refer to the applicable systemof records notices. System of
records notices will state which exenptions apply to a particul ar type
of record. System of records notices that are applicable to the Arny
are contained in DA Pam 25-51 (available at the Arny Publishing
Directorate Wb site http://ww. usapa.arny.nml/), the Defense Privacy
Ofice's Wb site http://ww.defenselink.m|/privacy/), or in this
S
section). Some of the system of records notices apply only to the Arny
and the DOD and some notices are applicabl e government-w de.

(6) Descriptions of current exenptions are listed in detail at
appendi x C of this part.

(b) Exenption procedures. (1) For the CGeneral and Specific
exenptions to be applicable to the Arnmy, the Secretary of

[[ Page 46065]]

the Arny nust pronul gate exenption rules to inplement them This
requirenent is not applicable to the one Special exenption which is

sel f-executing. Once an exenption is nade applicable to the Arny

t hrough the exenption rules, it will be listed in the applicable system
of records notices to give notice of which specific types of records
the exenption applies to. Wien a system nanager seeks to have an
exenption applied to a certain Privacy Act systemof records that is

not currently provided for by an existing system of records notice, the
following information will be furnished to the DA FOA/P Ofice--

(i) Applicable systemof records notice;



(ii) Exenption sought; and

(iii) Justification.

(2) After appropriate staffing and approval by the Secretary of the
Arnmy and the Defense Privacy Ofice, it will be published in the
Federal Register as a proposed rule, followed by a final rule 60 days
later. No exenption may be invoked until these steps have been
conpl et ed.

Sec. 505.11 Federal Register publishing requirenents.

(a) The Federal Register. There are three types of docunents
relating to the Privacy Act Programthat must be published in the
Federal Register. They are the DA Privacy Program policy and procedures
(AR 340-21), the DA exenption rules, and Privacy Act system of records
noti ces.

(b) Rul emaki ng procedures. (1) DA Privacy Program procedures and
exenption rules are subject to the formal rul enmaki ng process.

(2) Privacy Act system of records notices are not subject to fornmal
rul enaki ng and are published in the Federal Register as Notices, not
Rul es.

(3) The Privacy Program procedures and exenption rules are
i ncorporated into the Code of Federal Regulations (CFR). Privacy Act
system of records notices are not published in the CFR

Sec. 505.12 Privacy Act enforcenent actions.

(a) Judicial Sanctions. The Act has both civil renedies and
crimnal penalties for violations of its provisions.

(1) Gvil renedies. The DA is subject to civil renedies for
violations of the Privacy Act. In addition to specific renedia
actions, 5 U S.C 552a(g) may provide for the paynent of damages, court
costs, and attorney's fees.

(2) Criminal penalties. A DA official or enployee may be found
guilty of a m sdeneanor and fined not nmore than $5,000 for willfully--

(i) Disclosing individually identifiable personal information to
one not entitled to the information;

(ii) Requesting or obtaining information fromanother's record
under fal se pretenses; or

(iii) Maintaining a systemof records without first neeting the
public notice requirenents of the Act.

(b) Litigation Status Sheet. (1) Wien a conplaint citing the
Privacy Act is filed in a U S. District Court against the Department of
the Arny, an Army Component, a DA Oficial, or any Arny enpl oyee, the
responsi bl e system nmanager will pronptly notify the Arny Litigation
Division, 901 North Stuart Street, Arlington, VA 22203-1837.

(2) The Litigation Status Sheet at appendix E of this part provides
a standard format for this notification. At a mininum the initia
notification will have itens (a) through (f) provided.

(3) Arevised Litigation Status Sheet must be provided at each
stage of the litigation.

(4) When a court renders a formal opinion or judgnent, copies nust
be provided to the Defense Privacy Ofice by the Arny Litigation
Di vi si on.

(c) Administrative Remedies--Privacy Act conplaints. (1) The
installation level Privacy Act Oficer is responsible for processing



Privacy Act conplaints or allegations of Privacy Act violations.
Gui dance shoul d be sought fromthe local Staff Judge Advocate and
coordi nation made with the system manager to assist in the resolution
of Privacy Act conplaints. The local Privacy Act officer is responsible
for--

(i) Reviewi ng allegations of Privacy Act violations and the
evi dence provi ded by the conpl ai nants;

(ii) Making an initial assessment as to the validity of the
conpl aint, and taking appropriate corrective action

(iii) Coordinating with the local Staff Judge Advocate to determ ne
whet her a nore formal investigation such as a commander's inquiry or an
AR 15-6 investigation is appropriate; and

(iv) Ensuring the decision at the local level fromeither the
Privacy Act O ficer or other individual who directed a nore forma
investigation is provided to the conplainant in witing.

(2) The decision at the local |evel my be appeal ed to the next
hi gher command | evel Privacy Act O ficer.

(3) Alegal review fromthe next higher command | evel Privacy Act
Oficer's servicing Staff Judge Advocate is required prior to action on
t he appeal

Sec. 505.13 Conputer Matching Agreement Program

(a) Ceneral provisions. (1) Pursuant to the Privacy Act and this
part, DA records may be subject to computer matching, i.e., the
conput er conparison of automated systens of records.

(2) There are two specific kinds of Matching Progranms covered by
the Privacy Act--

(i) Matches using records from Federal personnel or payroll systens
of records; and

(ii) Matches involving Federal benefit prograns to acconplish one
or nore of the foll owi ng purposes--

(A) To determine eligibility for a Federal benefit;

(B) To comply with benefit programrequirenments; and

(C To effect recovery of inproper paynents or delinquent debts
fromcurrent or former beneficiaries.

(3) The conparison of records must be conputerized. Mnua
conpari sons are not covered

(4) Any activity that expects to participate in a Conputer WMatching
Program nmust contact the DA FOA/P Ofice i mediately.

(5) In all cases, Conputer Matching Agreenents are processed by the
Def ense Privacy Ofice and approved by the Defense Data Integrity
Board. Agreenments will be conducted in accordance with the requirements
of 5 U S C 552a, and OMB G rcul ar A-130.

(b) O her nmatching. Several types of conputer matching are exenpt
fromthe restrictions of the Act such as matches used for statistics,
pil ot progranms, |aw enforcenent, tax administration, routine
admi ni stration, background checks, and foreign counterintelligence. The
DA FO A/ P Ofice should be consulted if there is a question as to
whet her the Act governs a specific type of conputer matching.

Sec. 505.14 Recordkeeping requirenents under the Privacy Act.

(a) AR 25-400-2, The Arny Records |nformation Managenent System
(ARIMB). To maintain privacy records are required by the Arny Records



I nformati on Managenent System (ARIM5) to provide adequate and proper
docunent ati on of the conduct of Arny business so that the rights and
i nterests of individuals and the Federal Governnent are protected.

(b) A full description of the records prescribed by this part and
their disposition/retention requirements are found on the ARI M5 Wb
site at https://ww arins.arnmy.ml.

Appendi x A to Part 505--References

(a) The Privacy Act of 1974 (5 U.S.C. 552a, as anended).

(b) OvB Circular No. A-130, Managenent of Federal |nformation
Resour ces.

(c) AR 25-55, The Department of the Arny Freedom of Information
Pr ogr am
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(d) DA PAM 25-51, The Army Privacy Program -System of Records
Noti ces and Exenption Rul es.

(e) DOD Directive 5400.11, Departnment of Defense Privacy
Program

(f) DOD 5400.11-R, Department of Defense Privacy Program

(g) AR 25-2, Information Assurance

(h) AR 25-400-2, The Arny Records Informati on Managenent System
(ARI VB) .

(i) AR 27-10, MIlitary Justice.

(j) AR 40-66, Medical Record Adnministration and Health Care
Docurent at i on.

(k) AR 60-20 and AFR 147-14, Arny and Air Force Exchange Service
Operating Policies.

(1) AR 190-45, Law Enforcenent Reporting.

(m AR 195-2, Criminal Investigation Activities.

(n) AR 380-5, Departnent of Arny Information Security Program

(o) DOD Directive 5400-7, DOD Freedom of Information Act (FO A)
Program

(gq) DOD 5400.7-R, DOD Freedom of Information Program

(r) DOD 6025.18-R, DOD Health Information Privacy Regul ati on
(H PAA) .

(s) U S Departnent of Justice, Freedomof Information Act Quide
and Privacy Act Overview.

(t) Ofice of Secretary of Defense nmenorandum dated July 15,
2005, subject: Notifying Individuals when Personal Information is
Lost, Stolen, or Conprom sed | ocated at
http://ww. arny. nil/ciog6/referencs/policy/dos/ OSDpri vat ei nf o. pdf

Appendi x B to Part 505--Denial Authorities for Records Under Their
Authority (Formerly Access and Anendrment Refusal Authorities)

(a) The Administrative Assistant to the Secretary of the Arny is
aut horized to act for the Secretary of the Arnmy on requests for all
records nmaintained by the O fice of the Secretary of the Arny and
its serviced activities, as well as requests requiring the personal
attention of the Secretary of the Army. This also includes civilian
Equal Enpl oynent Qpportunity (EEO actions. (See DCS, G 1 for



Mlitary Equal Opportunity (EO actions.) The Administrative
Assistant to the Secretary of the Arny has delegated this authority
to the Chief Attorney, QAASA (See DCS, Gl for MIlitary Equal
Qpportunity (EO actions).

(b) The Assistant Secretary of the Army (Financial Managenent
and Comptroller) is authorized to act on requests for finance and
accounting records. Requests for CONUS finance and accounting
records should be referred to the Defense Finance and Accounting
Service (DFAS). The Chief Attorney, OAASA, acts on requests for non-
finance and accounting records of the Assistant Secretary of the
Arny (Financial Managenent and Conptroller).

(c) The Assistant Secretary of the Arnmy (Acquisition, Logistics,
& Technol ogy) is authorized to act on requests for procurenent
records other than those under the purview of the Chief of Engineers
and the Commander, U S. Arny Materiel Command. The Chief Attorney,
QAASA, acts on requests for non-procurenent records of the Assistant
Secretary of the Arnmy (Acquisition, Logistics and Technol ogy).

(d) The Deputy Assistant Secretary of the Arny (Civilian
Personnel Policy)/Director of Cvilian Personnel, Ofice of the
Assi stant Secretary of the Arny (Manpower and Reserve Affairs) is
aut horized to act on requests for civilian personnel records,
personnel adm nistration and other civilian personnel matters,
except for EEO (civilian) matters which will be acted on by the
Admi ni strative Assistant to the Secretary of the Army. The Deputy
Assi stant Secretary of the Arny (Cvilian Personnel Policy)/Director
of CGivilian Personnel has delegated this authority to the Chief,

Pol i cy and Program Devel opnent Division (Note: Requests fromforner
civilian enployees to anend a record in an O fice of Personnel
Management system of records, such as the Oficial Personnel Folder,
shoul d be sent to the Ofice of Personnel Minagenent, Assistant
Director for Wrkforce Information, Conpliance, and |Investigations
Group: 1900 E. Street, NW, Washington, DC 20415-0001).

(e) The Chief Information Oficer G6 is authorized to act on
requests for records pertaining to Arnmy I nformati on Technol ogy,
conmand, control comunications and conputer systenms and the
I nformati on Resources Managenent Program (autonation,

t el econmuni cations, visual information, records nanagenent,
publications and printing).

(f) The Inspector General is authorized to act on requests for
all Inspector Ceneral Records.

(g) The Auditor General is authorized to act on requests for
records relating to audits done by the U S. Arny Audit Agency under
AR 10-2. This includes requests for related records devel oped by the
Audit Agency.

(h) The Director of the Arny Staff is authorized to act on
requests for all records of the Chief of Staff and its Field
Operating Agencies. The Director of the Arnmy Staff has del egated
this authority to the Chief Attorney and Legal Services Directorate,
U S. Arny Resources & Prograns Agency (See The Judge Advocate
Ceneral for the General Oficer Managenent O fice actions). The
Chief Attorney and Legal Services Director, U S. Arny Resources &
Prograns Agency acts on requests for records of the Chief of Staff
and its Field Operating Agencies (See The Judge Advocate General for
the General O ficer Managenent O fice actions).

(i) The Deputy Chief of Staff, G 3/5/7 is authorized to act on
requests for records relating to International Affairs policy,
pl anni ng, integration and assessnents, strategy formulation, force



devel opnent, individual and unit training policy, strategic and
tactical command and control systenms, nuclear and chem cal matters,
use of DA forces.

(j) The Deputy Chief of Staff, G8 is authorized to act on
requests for records relating to progranming, material integration
and externally directed reviews.

(k) The Deputy Chief of Staff, G1 is authorized to act on the
foll owi ng records: Personnel board records, Equal Opportunity
(mlitary) and sexual harassnent, health pronotions, physica
fitness and wel | - being, comand and | eadership policy records, HV
and suicide policy, substance abuse prograns except for individua
treatment records which are the responsibility of the Surgeon
Ceneral, retiree benefits, services, and progranms (excluding
i ndi vi dual personnel records of retired mlitary personnel, which
are the responsibility of the U S. Arny Human Resources Comand- St.
Louis), DA dealings with Veterans Affairs, U S. Soldier's and
Airnen's Hone; all retention, pronotion, and separation records; al
mlitary education records including records related to the renova
or suspension froma mlitary school or class; Junior Reserve
O ficer Training Corps (JROTC) and Senior Reserve Officer Training
Corps (SROTC) records; SROTC instructor records; US. Mlitary
Acadeny Cadet Records; recruiting and MOS policy issues, personne
travel and transportation entitlements, mlitary strength and
statistics, The Arny Librarian, denographics, and Manprint.

(1) The Deputy Chief of Staff, G4 is authorized to act on
requests for records relating to DA | ogistical requirenments and
determ nations, policy concerning nmateriel maintenance and use,
equi prent standards, and | ogistical readiness.

(m The Chief of Engineers is authorized to act on requests for
records involving civil works, military construction, engineer
procurenent, and ecology; and the records of the U S. Arny Engi neer
divisions, districts, laboratories, and field operating agencies.

(n) The Surgeon General /Conmander, U.S. Arnmy Medical Command, is
aut horized to act on requests for medical research and devel opnent
records, and the medical records of active duty mlitary personnel,
dependents, and persons given physical examination or treatnent at
DA nedical facilities, to include alcohol and drug treatnment/test
records.

(0) The Chief of Chaplains is authorized to act on requests for
records invol ving ecclesiastical relationships, rites perforned by
DA chapl ai ns, and nonprivil eged comruni cations relating to clergy
and active duty chaplains' mlitary personnel files.

(p) The Judge Advocate Ceneral is authorized to act on requests
for records relating to clainms, courts-martial, |egal services,
admini strative

(g) The Chief, National Guard Bureau, is authorized to act on
requests for all personnel and nedical records of retired,
separ at ed, di scharged, deceased, and active Army National CGuard
mlitary personnel, including technician personnel, unless such
records clearly fall w thin another Denial Authority's
responsibility. This authority includes, but is not limted to,

Nati onal Guard organi zation and training files; plans, operations,
and readiness files, policy files, historical files, files relating
to National Guard military support, drug interdiction, and civi

di st urbances; construction, civil works, and ecol ogy records dealing
with arnories, facilities within the States, ranges, etc.; Equa
Qpportunity investigative records; aviation programrecords and



financial records dealing with personnel, operation and nai ntenance,
and equi pnent budget s.

(r) The Chief, Arny Reserve and Commander, U. S. Army Reserve
Conmand are authorized to act on requests for al
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personnel and mnedi cal records of retired, separated, discharged,
deceased, and reserve conponent mlitary personnel, and all U S
Arnmy Reserve (USAR) records, unless such records clearly fall within
anot her Denial Authority's responsibility. Records under the
responsibility of the Chief, Arny Reserve and the Commander, U.S.
Arnmy Reserve Command include records relating to USAR pl ans,
policies, and operations; changes in the organi zati onal status of
USAR units; nobilization and denobilization policies, active duty
tours, and the |ndividual Mbilization Augnentation program and al
other Ofice of the Chief, Arny Reserve (OCAR) records and
Headquarters, U S. Arny Reserve Conmand records.

(s) The Conmander, United States Arny Materiel Conmmand (AMC) is
aut horized to act on requests for the records of AMC headquarters
and to subordi nate conmands, units, and activities that relate to
procurenent, logistics, research and devel opnent, and supply and
mai nt enance operati ons.

(t) The Provost Marshal General is authorized to act on al
requests for provost marshal activities and | aw enforcenent
functions for the Army, all matters relating to police intelligence,
physi cal security, crimnal investigations, corrections and
internment (to include confinement and correctional prograns for
U S. prisoners, crimnal investigations, provost nmarshal activities,
and mlitary police support. The Provost Marshal General is
responsi ble for the Ofice of Security, Force Protection, and Law
Enforcenent Division and is the functional proponent for AR 190-
series (Mlitary Police) and 195-series (Criminal Investigation), AR
630- 10 Absent Wthout Leave, Desertion, and Adm nistration of
Personnel Involved in CGvilian Court Proceedings, and AR 633-30,
Mlitary Sentences to Confinenent.

(u) The Conmander, U.S. Arny Crimnal Investigation Command, is
aut horized to act on requests for crimnal investigative records of
USACI DC headquarters, and its subordinate activities, and mlitary
police reports. This includes crimnal investigation records,

i nvestigation-in-progress records, and all mlitary police records
and reports that result in crimnal investigation reports. This
aut hority has been delegated to the Director, US. Arny Crine
Records Center.

(v) The Commander, U.S. Arny Human Resources Command, is
aut horized to act on requests for mlitary personnel files relating
to active duty personnel including, but not limted to mlitary
personnel matters, military education records including records
related to the renmoval or suspension froma mlitary school or
cl ass; personnel |ocator, physical disability determ nations, and
other military personnel admnistration records; records relating to
mlitary casualty and menorialization activities; heraldic
activities, voting, records relating to identification cards,
naturalization and citizenship, comercial solicitation, Mlitary
Postal Service Agency and Arny postal and unofficial mail service.
The Conmander, U.S. Arny Hunan Resources Conmand, is al so authorized
to act on requests concerning all personnel and nedical records of



retired, separated, discharged, deceased, and reserve conponent
mlitary personnel, unless such records clearly fall w thin another
Deni al Authority's authority.

(w) The Conmander, U.S. Arny Resources Command-St. Louis has
been del egated authority to act on behalf of the U S. Arny Human
Resources Commuander for requests concerning all personnel and
nedi cal records of retired, separated, discharged, deceased, and
reserve conponent nilitary personnel, unless such records clearly
fall within another Denial Authority's authority. The authority does
not include records relating to USAR plans, policies, and
operations; changes in the organizational status of USAR units,
nobi | i zation and denobilization policies; active duty tours, and the
i ndi vi dual rmobilization augmentation program

(x) The Assistant Chief of Staff for Installation Managenment is
aut horized to act on requests for records relating to planning,
progranm ng, execution and operation of Army installations. This
i ncl udes base realignment and closure activities, environnenta
activities other than litigation, facilities and housing activities,
and install ati on nanagenent support activities.

(y) The Conmmander, U.S. Arny Intelligence and Security Conmand,
is authorized to act on requests for intelligence and security
records, foreign scientific and technol ogical records, intelligence
training, intelligence threat assessments, and foreign |liaison
i nformati on, mappi ng and geodesy information, ground surveill ance
records, intelligence threat assessnent, and missile intelligence
data relating to tactical |and warfare systens.

(z) The Conmmander, U.S. Arny Conbat Readi ness Center (fornerly
US. Arny Safety Center), is authorized to act on requests for Arny
safety records.

(aa) The Commander, U.S. Armmy Test and Eval uati on Commrand
(ATEC), is authorized to act on requests for the records of ATEC
headquarters, its subordi nate conmmands, units, and activities that
relate to test and eval uati on operati ons.

(bb) The CGeneral Counsel, Arny and Air Force Exchange Servi ce,
is authorized to act on requests for Arny and Air Force Exchange
Servi ce records, under AR 60-20/ AFR 147-14.

(cc) The Commandant, United States Disciplinary Barracks (USDB)
is authorized to act on records pertaining to USDB functional area
responsibilities relating to the administration and confi nement of
individual military prisoners at the USDB. This includes, but is not
limted to, all records pertaining to the treatnent of nilitary
prisoners; investigation of prisoner m sconduct; nanagenent,
operation, and adm nistration of the USDB confinenent facility; and
rel ated prograns which fall directly within the scope of the
Commandant's functional area of conmand and control

(dd) The Conmmander, U.S. Arnmy Community and Family Support
Center (USACFSC) is authorized to act on requests for records
pertaining to norale, welfare, recreation, and entertai nment
programnms; comunity and fanily action prograns; child devel opnent
centers; non-appropriated funds issues, and private organi zati ons on
Arny installations.

(ee) The Conmmander, Mlitary Surface Deployment and Distribution
Command (fornerly Mlitary Traffic Managenent Command) is authorized
to act on requests for records pertaining to mlitary and comerci a
transportation and traffic managenent records.

(ff) The Director, Installation Managenment Agency (IMA) is
aut horized to act on requests for all |IMA records.



(gg9) Special Denial Authority's authority for time-event related
records may be designated on a case-by-case basis. These will be
published in the Federal Register. You may contact the Department of
the Arny, Freedom of Information and Privacy Ofice to obtain
current information on special del egations.

Appendi x Cto Part 505--Privacy Act Statenent Format

(a) Authority: The specific federal statute or Executive Order
t hat authorizes collection of the requested information.

(b) Principal Purpose(s): The principal purpose or purposes for
which the information is to be used.

(c) Routine Uses(s): Disclosure of the information outside DOD

(d) Disclosure: Wiether providing the information is voluntary
or nmandatory and the effects on the individual if he or she chooses
not to provide the requested infornation.

(1) Exanple of a Privacy Act Statenent

(i) Authority: Emergency Suppl enent Act of 2000; Public Law 106-
246; 5 U.S.C. 3013, Secretary of the Army; 10 U S.C. 5013, Secretary
of the Navy; 10 U.S.C. 8013, Secretary of the Air Force; Departnment
of Defense Directive 8500.aa, Information Assurance (lA); and E. O
9397 (SSN).

(ii) Principal Purpose(s): To control access to DOD information,
i nformati on based systens and facilities by authenticating the
identity of a person using a neasurabl e physical characteristic(s).
This conputer systemuses software prograns to create bionetrics
tenpl ates and summary statistics, which are used for purposes such
as assessing system performance or identifying probl em areas.

(i1i) Routine Use(s): None. The DoD "Bl anket Routine Uses'' set
forth at the begi nning of the Arny's Conpil ations of System of
Records Notices applies to this system

(iv) Disclosure: Voluntary; however, failure to provide the
requested information may result in denial of access to DOD
i nformati on based systens and/or DOD facilities.

(2) [Reserved].

Appendi x D to Part 505--Exenptions; Exceptions; and DoD Bl anket Routine
Uses

(a) Special Exenption. 5 U . S.C 552a(d)(5)--Denies individua
access to any information conpiled in reasonabl e anticipation of
civil action or proceeding.

(b) Ceneral and Specific Exenptions. The Secretary of the Arny
may exenpt Arny systens of records fromcertain requirenents
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of the Privacy Act. The two ki nds of exenptions that require
Secretary of the Arny enactnent are General and Specific exenptions.
The Arny system of records notices for a particular type of record
will state whether the Secretary of the Arny has authorized a
particul ar General and Specific exenption to a certain type of
record. The Arnmy system of records notices are published in DA Pam
25-51 and on the Defense Privacy Ofice's Wb site
http://ww. def ensel i nk. m |/ privacy/




(c) Twel ve Exceptions to the " “No Disclosure wthout Consent'
rule of the Privacy Act.

(1) 5 U.S.C 552a(b)(1)--To DOD of ficers and enpl oyees who have
a need for the record in the performance of their official duties.
This is the ““official need to know concept.

(2) 5 U S C 552a(b)(2)--FO A requires rel ease of the
i nformation.

(3) 5 U S C 552a(b)(3)--The Routine Use Exception. The Routine
Use must be published in the Federal Register and the purpose of the
di scl osure rmust be conpatible with the purpose for the published
Routine Use. The applicable Routine Uses for a particular record
will be listed in the applicable Army Systens Notice.

(4) 5 U.S. C 552a(b)(4)--To the Bureau of the Census to plan or
carry out a census or survey, or related activity pursuant to Title
13 of the U. S. Code.

(5) 5 U.S.C 552a(b)(5)--To a recipient who has provided DA or
DOD wi th advance adequate written assurance that the record will be
used solely as a statistical research or reporting record, and the
record is to be transferred in a formthat is not individually
i dentifiable.

(6) 5 U.S.C 552a(b)(6)--To the National Archives and Records
Adm nistration as a record that has sufficient historical or other
value to warrant its continued preservation by the U S. Governnent,
or for evaluation by the Archivist of the United States or the
desi gnee of the Archivist to determine whether the record has such
val ue.

Note: Records transferred to the Federal Records Centers for
storage remai n under the control of the DA and no accounting for
di scl osure is required under the Privacy Act.

(7) 5 U.S.C 552a(b)(7)--To anot her agency or instrunentality of
any governmental jurisdiction within or under the control of the
United States for a civil or crimnal |aw enforcenent activity, if
the activity is authorized by law, and if the head of the agency or
instrunmentality has nmade a witten request to the Arny or the DOD
specifying the particular portion desired and the | aw enforcenent
activity for which the record is sought.

(8) 5 U.S. C 552a(b)(8)--To a person pursuant to a show ng of
conpel l'ing circunstances affecting the health or safety of an
i ndi vidual if upon such disclosure, notification is transnmitted to
the last known address of such individual

(9) 5 U S C 552a(b)(9)--To either House of Congress, or, to the
extent the matter is within its jurisdiction, any commttee or
subcomittee thereof, or any joint comrttee of Congress or
subcomittee of any such joint committee. Requests froma
Congr essi onal nmenber acting on behalf of a constituent are not
included in this exception, but may be covered by a routine use
exception to the Privacy Act (See applicable Army system of records
notice).

(10) 5 U . S.C. 552a(hb)(10)--To the Conptroller Ceneral or
aut hori zed representatives, in the course of the performance of the
duties of the Governnent Accountability O fice.

(11) 5 U S.C. 552a(b)(11)--Pursuant to the order of a court of
conpetent jurisdiction. The order nust be signed by a judge.

(12) 5 U . S.C. 552a(b)(12)--To a consuner reporting agency in
accordance with section 3711(e) of Title 31 of the U S. Code. The



nane, address, SSN, and other information identifying the

i ndi vidual ; anpbunt, status, and history of the claim and the agency
or program under which the case arose nmay be discl osed. However

bef ore doi ng so, agencies nust conplete a series of steps designed
to validate the debt and to offer the individual an opportunity to
repay it.

(d) DOD Bl anket Routine Uses. In addition to specific routine
uses which are listed in the applicable Arny system of record
notices, certain "~ Blanket Routine Uses'' apply to all DOD
mai nt ai ned systens of records. These are listed on the Defense
Privacy Ofice's Wb site http://ww.defenselink.ml/privacy/. These

"Bl anket Routine Uses'' are not specifically listed in each system
of records notice as the specific routine uses are. The current DOD
" Blanket Routine Uses'' are as follows--

(1) Law Enforcenent Routine Use. If a system of records
mai nt ai ned by a DOD conponent to carry out its functions indicates a
violation or potential violation of |law, whether civil, crimnal or
regul atory in nature, and whether arising by general statute or by
regul ation, rule, or order issued pursuant thereto, the relevant
records in the systemof records may be referred, as a routine use,
to the agency concerned, whether federal, state, |ocal, or foreign,
charged with the responsibility of investigating or prosecuting such
violation or charged with enforcing or inplenenting the statute,
rule, regulation or order issued pursuant thereto.

(2) Disclosure Wen Requesting Information Routine Use. A record
froma system of records nmaintai ned by a DOD conponent may be
di scl osed as a routine use to a Federal, State, or |ocal agency
mai ntaining civil, crimnal, or other rel evant enforcenent
information or other pertinent information, such as current
licenses, if necessary to obtain information relevant to a DOD
Conponent deci sion concerning the hiring or retention of an
enpl oyee, the issuance of a security clearance, the letting of a
contract, or the issuance of a license, grant or other benefit.

(3) Disclosure of Requested Information Routine Use. A record
froma system of records nmintai ned by a DOD conponent nay be
di scl osed to a Federal agency, in response to its request, in
connection with the hiring or retention of an enpl oyee, the issuance
of a security clearance, the reporting of an investigation of an
enpl oyee, the letting of a contract, or the issuance of a |license,
grant, or other benefit by the requesting agency, to the extent that
the information is relevant and necessary to the requesting agency's
decision on the matter

(4) Congressional Inquiries Disclosure Routine Use. Disclosure
froma system of records nmaintai ned by a DOD conmponent may be made
to a congressional office fromthe record of an individual in
response to an inquiry fromthe congressional office nade at the
request of that individual

(5) Private Relief Legislation Routine Use. Relevant information
contained in all systens of records of DOD published on or before
August 22, 1975, mamy be disclosed to Ofice of Managenent and Budget
in connection with the review of private relief legislation, as set
forth in OM Circular A-19, at any stage of the |egislative
coordi nati on and cl earance process as set forth in that G rcul ar

(6) Disclosures Required by International Agreenents Routine
Use. A record froma system of records naintai ned by a DOD Conponent
may be disclosed to foreign | aw enforcenent, security,



i nvestigatory, or admi nistrative authorities in order to conply with
requi renents inposed by, or to claimrights conferred in,

i nternational agreements and arrangenents including those regul ating
the stationing and status in foreign countries of DOD mlitary and
civilian personnel

(7) Disclosure to State and Local Taxing Authorities Routine
Use. Any information normally contained in Internal Revenue Service
Form W2, which is maintained in a record froma system of records
mai nt ai ned by a DOD conponent, nay be disclosed to state and | oca
taxing authorities with which the Secretary of the Treasury has
entered into agreenments pursuant to 5 U S.C. sections 5516, 5517,
and 5520 and only to those state and local taxing authorities for
whi ch an enployee or mlitary menber is or was subject to tax
regardl ess of whether tax is or was withheld. This routine use is in
accordance with Treasury Fiscal Requirenments Manual Bulletin 76-07.

(8) Disclosure to the Ofice of Personnel Managenent Routine
Use. A record froma system of records subject to the Privacy Act
and maintained by a DA activity may be disclosed to the Ofice of
Per sonnel Managenent concerning i nformati on on pay and | eave,
benefits, retirement deductions, and any other infornmation necessary
for Ofice of Personnel Managenent to carry out its legally
aut hori zed Gover nnent -wi de personnel managenent functions and
st udi es.

(9) Disclosure to the Departnent of Justice for Litigation
Routine Use. A record froma system of records naintai ned by a DOD
conponent may be disclosed as a routine use to any conponent of the
Depart nent of Justice for the purpose of representing the Depart nent
of Defense, or any officer, enployee, or nenber of the Departnment in
pendi ng or potential litigation to which the record is pertinent.

(10) Disclosure to Mlitary Banking Facilities Overseas Routine
Use. Infornmation as to current nmilitary addresses and assi gnnents
may be provided to military banking facilities who provide banking
services overseas and who are rei nbursed by the Governnent for
certai n checki ng and
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| oan | osses. For personnel separated, discharged, or retired from
the Arned forces, information as to | ast known residential or hone
of record address may be provided to the nmilitary banking facility
upon certification by a banking facility officer that the facility
has a returned or di shonored check negotiated by the individual or
t he individual has defaulted on a loan and that if restitution is
not made by the individual, the U S Government will be liable for
the losses the facility may incur

(11) Disclosure of Information to the General Services
Admi ni stration Routine Use. A record froma systemof records
mai nt ai ned by a DOD conponent may be di sclosed as a routine use to
the General Services Administration for the purpose of records
managemnment i nspections conducted under authority of 44 U S. C
Secti ons 2904 and 2906.

(12) Disclosure of Information to National Archives and Records
Admi ni stration Routine Use. A record froma systemof records
mai nt ai ned by a DOD conmponent may be di sclosed as a routine use to
NATI ONAL ARCHI VES AND RECORDS ADM NI STRATI ON for the purpose of
records managenent inspections conducted under authority of 44
U S.C. sections 2904 and 2906.



(13) Disclosure to the Merit Systens Protection Board Routine
Use. Arecord froma system of records naintai ned by a DOD conponent
may be disclosed as a routine use to the Merit Systens Protection
Board, including the Ofice of the Special Counsel for the purpose
of litigation, including adm nistrative procedures, appeals, specia
studies of the civil service and other nerit systens, review of
O fice of Personnel Managenment or conponent rules and regul ations,

i nvestigation of alleged or possible prohibited personnel practices,
i ncl udi ng adm ni strative proceedi ngs invol ving any indivi dua

subj ect of a DOD investigation, and such other functions,
promulgated in 5 U S.C. sections 1205 and 1206, or as nmy be

aut hori zed by | aw.

(14) Counterintelligence Purposes Routine Use. A record froma
system of records maintained by a DOD conponent nay be discl osed as
a routine use outside the DOD or the U S. CGovernnent for the purpose
of counterintelligence activities authorized by U S. Law or
Executive Order or for the purpose of enforcing | aws, which protect
the national security of the United States.

Appendi x E to Part 505--Litigation Status Sheet

(a) Case Nunber: The nunber used by a DA activity for reference
pur poses; Requester;

(b) Docunment Title or Description: Indicates the nature of the
case, such as ~"Denial of access'', “~“Refusal to anend,'
““lncorrect records'', or other violations of the Act (specify);

(c) Litigation: Date conplaint filed, Court, and Case File
Nunber ;

(d) Defendants: DOD component and i ndivi dual

(e) Remarks: Brief explanation of what the case is about;

(f) Court action: Court's finding and disciplinary action (if
applicable); and

(g) Appeal (If applicable): Date conplaint filed, court, case
File Nunber, court's finding, disciplinary action (if applicable).

Appendi x F to Part 505--Exanple of a System of Records Notice

(a) Additional information and gui dance on Privacy Act system of
records notices are found in DA PAM 25-51. The foll owi ng el enents
conprise a Privacy Act system of records notice for publication in
t he Federal Register:

(b) Systemldentifier: A0025-55 AHRC--DA FOA/P Ofice assigns
the notice nunber, for exanple, A0025-55, where "“A'' indicates
“TArny,'' the next nunber represents the publication series nunber
related to the subject matter, and the final |etter group shows the
system manager's conmand. In this case, it would be U S. Arnmy Human
Resour ces Conmand.

(c) System Nane: Use a short, specific, plain |anguage title
that identifies the system s general purpose (limted to 55
characters).

(d) System Location: Specify the address of the primary system
and any decentralized el enents, including autonated data systens
with a central computer facility and input or output termnals at
separate |l ocations. Use street address, 2-letter state abbreviations
and 9-digit ZIP Codes. Spell out office nanes. Do not use office
synbol s.

(e) Categories of Individuals: Describe the individuals covered



by the system Use non-technical, specific categories of individuals
about whom the Departnent of Arny keeps records. Do not use
categories like ""all Arnmy personnel'' unless that is truly
accur at e.

(f) Categories of Records in the System Describe in clear
pl ai n | anguage, all categories of records in the system List only
docunents actually kept in the system Do not identify source
docunents that are used to collect data and then destroyed. Do not
[ist form numbers.

(g) Authority for Miintenance of the System Cite the specific
| aw or Executive Order that authorizes the naintenance of the
system Cite the DOD directive/instruction or Departrment of the Arny
Regul ati on(s) that authorizes the Privacy Act system of records.
Always include titles with the citations. Note: Executive O der 9397
aut hori zes using the SSN as a personal identifier. Include this
aut hority whenever the SSNis used to retrieve records.

(h) Purpose(s): List the specific purposes for naintaining the
system of records by the activity.

(i) Routine Use(s): The bl anket routine uses that appear at the
begi nni ng of each Conponent conpilation apply to all systens notice
unl ess the individual systemnotice specifically states that one or
nore of themdo not apply to the system Bl anket Routine Uses are
| ocated at the beginning of the Conponent listing of systenms notices
and are not contained in individual system of records notices.
However, specific routine uses are listed in each applicable system
of records notice. List the specific activity to which the record
may be rel eased, for exanple " To the Veterans Administration'' or
"“To state and local health agencies''. For each routine user
identified, include a statement as to the purpose or purposes for
which the record is to release to that activity. Do not use genera
statenments, such as ~~To other federal agencies as required ' or
"“To any other appropriate federal agency''.

(j) Polices and Practices for Storing, Retrieving, Accessing,
Ret ai ni ng, and Di sposi ng of Records in the System

(k) Storage: State the nmediumin which DA nmaintains the records;
for exanple, in file folders, card files, microfiche, conputer, or a
conbi nati on of those nethods. Storage does not refer to the storage
cont ai ner.

(1) Retrievability: State how the Arny retrieves the records;
for exanple, by name, fingerprints or voiceprints.

(m Safeguards: ldentify the system safeguards; for exanple,
storage in safes, vaults, |ocked cabinets or roons, use of guards,
visitor controls, personnel screening, conmputer systens software,
and so on. Describe safeguards fully w thout conprom sing system
security.

(n) Retention and Disposal. State how |l ong AR 25-400-2 requires
the activity to maintain the records. Indicate when or if the
records may be transferred to a Federal Records Center and how | ong
the record stays there. Specify when the Records Center sends the
record to the National Archives or destroys it. Indicate how the
records may be destroyed.

(0) System Manager(s) and Address: List the position title and
duty address of the system manager. For decentralized systens, show
the locations, the position, or duty title of each category of
of ficials responsible for any segnent of the system

(p) Notification Procedures: List the title and duty address of
the official authorized to tell requesters if their records are in



the system Specify the information a requester nust subnit; for
exanple, full name, nmlitary status, SSN, date of birth, or proof of
identity, and so on.

(g) Record Access Procedures: Explain how individuals may
arrange to access their records. Include the titles or categories of
officials who may assist; for exanple, the system manager

(r) Contesting Records Procedures: The standard | anguage to use
is " The Arny's rules for accessing records, and for contesting
contents and appealing initial agency determ nations are contai ned
in Arny Regul ation 25-71; 32 CFR part 505; or may be obtained from
t he system nanager.'

(s) Record Source Categories: Show categories of individuals or
other information sources for the system Do not |list confidentia
sources protected by 5 U.S. C. 552a(k)(2), (k)(5), or (k)(7).

(t) Exenptions Cainmed for the System Specifically list any
approved exenption including the subsection in the Act. Wen a
system has no approved exenption, wite ~ " none'' under this heading.

Appendi x Gto Part 505--Management Control Eval uation Checkli st

(a) Function. The function covered by this checklist is DA
Privacy Act Program

(b) Purpose. The purpose of this checklist is to assist Denia
Aut horities and Activity Program Coordi nators in evaluating the key
managenent controls listed bel ow This checklist is not intended to
cover all controls.
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(c) Instructions. Answer should be based on the actual testing
of key nanagenent controls (e.g., docunent analysis, direct
observation, sanpling, sinulation, other). Answers that indicate
defici enci es shoul d be expl ai ned and corrective action indicated in
supporting documentation. These nmanagenent controls nust be
eval uated at | east once every five years. Certificate of this
eval uati on has been conducted and shoul d be acconplished on DA Form
11- 2-R (Managenent Control Evaluation Certification Statenent).

Test Questions

a. Is a Privacy Act Program established and inplenented in your
organi zati on?

b. I's an individual appointed to inplenment the Privacy Act
requirements?

c. Are provisions of AR 25-71 concerning protection of OPSEC
sensitive information regularly brought to the attention of managers
responsi ble for responding to Privacy Act requests and those
responsi ble for control of the Arny's records?

d. Wien nore than twenty working days are required to respond,
is the Privacy Act requester informed, explaining the circunstance
requiring the delay and provided an appropriate date for conpletion.

e. Are Accounting Disclosures Logs bei ng naintai ned?

Comments: Assist in making this a better tool for evaluating
managenent controls. Submit conments to the Departnment of Arny,
Freedom of Information and Privacy Division

Appendi x Hto Part 505--Definitions



Functi on

(a) Access. Review or copying a record or parts thereof
contained in a Privacy Act systemof records by an individual.

(b) Agency. For the purposes of disclosing records subject to
the Privacy Act, Conponents of the Departnment of Defense are
consi dered a single agency. For other purposes including access,
amendnment, appeals fromdenials of access or anendment, exenpting
systenms of records, and recordkeeping for release to non-DOD
agenci es, the Departnent of the Arnmy is considered its own agency.

(c) Anendrment. The process of adding, deleting, or changing
information in a systemof records to make the data accurate,
rel evant, timely, or conplete.

(d) Computer Matching Agreenment. An agreenent to conduct a
conput eri zed conpari son of two or nore autonmated systens of records
to verify eligibility for payments under Federal benefit progranms or
to recover delinquent debts for these prograns.

(e) Confidential Source. A person or organization who has
furnished information to the Federal Governnent under an express
prom se that the person's or the organization's identity would be
held in confidence or under an inplied prom se of such
confidentiality if this inplied prom se was nmade before Septenber
27, 1975.

(f) Cookie. A nmechanismthat allows the server to store its own
i nfornmati on about a user on the user's own conputer. Cookies are
enbedded in the HTML infornmation flow ng back and forth between the
user's conmputer and the servers. They all ow user-side custom zation
of Web information. Normally, cookies will expire after a single
sessi on.

(g) Defense Data Integrity Board. The Board oversees and
coordi nates all conputer natching progranms involving persona
records contained in systens of records mmintained by the DOD
Conponent; reviews and approves all conputer matchi ng agreenents
bet ween t he Departnent of Defense (DOD) and ot her Federal, State,
and | ocal governnental agencies, as well as nenoranda of
under st andi ng when the natch is internal to the DOD.

(h) Disclosure. The transfer of any personal information froma
Privacy Act system of records by any nmeans of communication (such as
oral, witten, electronic nmechanical, or actual review) to any
persons, private entity, or governnent agency, other than the
subj ect of the record, the subject's designated agent or the
subject's legal guardian. Wthin the context of the Privacy Act and
this part, this termapplies only to personal information that is a
part of a Privacy Act system of records.

(i) Deceased Individuals. The Privacy Act confers no rights on
deceased persons, nor may their next-of-kin exercise any rights for
them However, family nenbers of deceased individuals have their own
privacy right in particularly sensitive, graphic, personal details
about the circunstances surrounding an individual's death. This
i nfornati on may be w thhel d when necessary to protect the privacy
interests of surviving famly menbers. Even information that is not
particularly sensitive in and of itself may be withheld to protect
the privacy interests of surviving fanm ly nenbers if disclosure
woul d rekindle grief, anguish, pain, enbarrassment, or cause a
di sruption of their peace minds. Because surviving famly nenbers
use the deceased's Social Security Nunber to obtain benefits, DA



personnel should continue to protect the SSN of deceased
i ndi vi dual s.

(j) I'ndividual. A living person who is a citizen of the United
States or an alien lawfully admtted for permanent residence. The
parent or |egal guardian of a minor also nay act on behal f of an
i ndi vi dual . Menmbers of the United States Arned Forces are
i ndi vidual s. Corporations, partnerships, sole proprietorships,
pr of essi onal groups, businesses, whether incorporated or
uni ncor por ated, and other conmercial entities are not individuals.

(k) Individual Access. The subject of a Privacy Act file or his
or her designated agent or |egal guardian has access to information
about themcontained in the Privacy Act file. The termindi vi dua
general |y does not enbrace a person acting on behalf of a comrercia
entity (for exanple, sole proprietorship or partnership).

(1) Denial Authority (formerly Access and Anendnent Refusa
Authority). The Arny Staff agency head or nmjor Arny conmmander
designated authority by this part to deny access to, or refuse
amendnment of, records in his or her assigned area or functiona
speci al i zati on.

(m Maintain. |Includes keep, collect, use or disseninate.

(n) Menbers of the Public. Individuals or parties acting in a
private capacity.

(o) Mnor. An individual under 18 years of age, who is not
married and who is not a nmenber of the Department of the Arny.

(p) Oficial Use. Wthin the context of this part, this termis
used when Departnment of the Arny officials and enpl oyees have
denonstrated a need for the use of any record or the infornmation
contai ned therein in the performance of their official duties.

(g) Personal Information. Information about an individual that
identifies, relates, or is unique to, or describes himor her, e.g.,
a social security nunber, age, mlitary rank, civilian grade,
marital status, race, salary, hone/office phone nunbers, etc.

(r) Persistent cookies. Cookies that can be used to track users
over tinme and across different Web sites to coll ect persona
i nformati on.

(s) Personal ldentifier. A name, nunber, or synbol that is
unique to an individual, usually the person's name or SSN

(t) System of Records. A group of records under the control of
the DA fromwhich information is filed and retrieved by individuals
names or other personal identifiers assigned to the individuals.
System notices for all systens of records nust be published in the
Federal Register. A grouping of records arranged chronol ogically or
subj ectively that are not retrieved by individuals' names or
identifiers is not a Privacy Act system of records, even though
i ndi vidual information could be retrieved by individuals' nanes or
personal identifiers, such as through a paper-by-paper search.

(u) Privacy Advisory. A statenment required when soliciting
personally identifying information by a Departnent of the Arnmy Wb
site and the information is not nmaintained in a system of records.
The Privacy Advisory inforns the individual why the information is
being solicited and how it will be used.

(v) Privacy |Inpact Assessment (PIA). An analysis, which
considers information sensitivity, vulnerability, and cost to a
conputer facility or word processing center in safeguardi ng persona
i nformation processed or stored in the facility.

(w) Privacy Act (PA) Request. A request from an individual for
i nformation about the existence of, access to, or anendnent of



records pertaining to that individual located in a Privacy Act
system of records. The request nust cite or inplicitly refer to the
Privacy Act of 1974.

(x) Protected Personal Information. Information about an
i ndividual that identifies, relates to, is unique to, or describes
himor her (e.g., hone address, date of birth, social security
nunber, credit card, or charge card account, etc.).

(y) Records. Any item collection, or grouping of information,
what ever the storage nedia (e.g., paper, electronic, etc), about an
i ndi vidual that is maintained by a DOD Conponent, including but not
l[imted to, his or her education, financial transactions, nedica
history, crimnal or enploynent history and that contains his or her
nane, or the identifying nunber, synbol, or other identifying
particul ar assigned to the individual, such as a finger or voice
print or a photograph.
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(z) Records Maintenance and Use. Any action involving the
storage, retrieval, and handling of records kept in offices by or
for the agency.

(aa) Review Authority. An official charged with the
responsibility to rule on adm nistrative appeals of initial denials
of requests for notification, access, or amendnent of records.
Additionally, the Ofice of Personnel Managenent is the review
authority for civilian official personnel folders or records
contai ned in any other OV record.

(bb) Routine Use. Disclosure of a record outside DOD without the
consent of the subject individual for a use that is conpatible with
t he purpose for which the information was coll ected and nai ntai ned
by DA. A routine use nust be included in the notice for the Privacy
Act system of records published in the Federal Register.

(cc) Statistical record. A record in a system of records
mai ntai ned for statistical research or reporting purposes and not
used in whole or in part in naking determ nations about specific
i ndi vi dual s.

(dd) System Manager. An official who has overall responsibility
for policies and procedures for operating and safeguarding a Privacy
Act system of records.

(ee) Third-party cookies. Cookies placed on a user's hard drive
by Internet advertising networks. The nost common third-party
cooki es are placed by the various conpani es that serve the banner
ads that appear across many Wb sites.

(ff) Working Days. Days excludi ng Saturday, Sunday, and |ega
hol i days.
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